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Using This Guide 
This guide is intended to be used as a part of the Microsoft® Solution Accelerator for 
Business Desktop Deployment (BDD). The focus of this document is to guide a specialist 
team through the supplemental application packaging tasks and checkpoints. 
Supplemental application packaging is part of the larger desktop deployment project and 
must be managed as such. This means that the decisions made during supplemental 
application packaging must align with the overall project goals and that the deliverables 
must be well integrated into the total desktop deployment project. 
Note   In this document, “Windows” applies to both the Microsoft Windows® XP and Windows 
Vista™ operating systems unless otherwise noted. 

Setting Up the Team 
The specialist team responsible for ensuring the success of supplemental application 
packaging is the Supplemental Applications feature team. A feature team is a cross-
organizational team responsible for solving a defined problem. Within the Solution 
Accelerator for BDD project, the Supplemental Applications feature team is one of 
several feature teams that work with a lead team on the project. 

Feature teams are an important component of the Microsoft Solutions Framework (MSF) 
Team Model. The ability to split a large and complex project into smaller sets of related 
tasks allows work to be performed on many tasks in parallel, with the application of 
specialized expertise where needed. A great advantage of this approach is an enhanced 
ability to manage large projects with many simultaneous tasks. 

However, for the approach to work, it is vitally important that the teams synchronize their 
efforts and maintain active communications between each other and the Project 
Management team. This is particularly important in complex projects, in which there is a 
danger that a feature team may focus on its portion of the project to the exclusion of the 
role it plays in the overall project. 

Communication 
The team’s ability to communicate and cooperate both internally with each other and 
externally with other feature or function teams and project stakeholders is key to 
successful project implementation. 

Within the team, each role is considered equally important and decisions are made 
jointly. Across teams, and between individual feature teams and the Project Management 
team (defined as the lead team in this document), the process is more formalized, with 
well-defined pathways of communication. This formality does not prevent informal 
communication between the teams, which is encouraged, but it does ensure that 
important communications are well documented, occur at the appropriate level, and are 
directed to the appropriate team members. 

An important consideration for feature teams is communicating with the project 
stakeholders, which typically include various entities within the customer organization. To 
avoid confusion, incomplete or conflicting messages, or misunderstood expectations, it is 
important that all communications with stakeholders be routed through the Project 
Management team. This process ensures that management is always aware of the state 
of the customer relationship, and it helps enhance customer satisfaction in the 
deployment process. 
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Additional Guidance on the MSF Team Model 
For additional guidance on the MSF Team Model, see the MSF Team Model white paper 
at http://www.microsoft.com/technet/itsolutions/msf/default.mspx. 
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Introduction 
Thousands of applications can be run on companies’ client computers. Each application 
has its own installation and configuration requirements. Some of these requirements are 
simple, but others are very complex. 

When a user calls the support center for assistance with an application, the support 
center may not have information about how the application was installed and configured. 
This can make troubleshooting an application difficult. The same application is often 
installed differently on each computer depending on who performed the installation. 

In recent years, many companies have solved this problem by automating the installation 
and configuration of the applications they use. This automation is often referred to as 
packaging the application, application packaging, or scripted installs. Whatever the 
process is called, the results are the same: consistent and reliable application 
deployment. 

When an application is packaged, the person who runs the installation usually has no 
control over what the installation does. The person who packaged the application decided 
where to install the application and chose the application’s settings or options. The result 
is an executable file that is simple to install, usually requiring simply double-clicking or 
typing one line of information to launch and run the complete installation. 

This automation helps ensure (before an application is installed) that application 
installations are well known, consistent, tested, and approved. This results in more stable 
client computers and applications, and it often reduces the number of calls to the support 
center. 

Despite the advantages of packaging, a lack of industry standards for conducting 
application packaging can create difficulties when automating application installations. 
Although many new applications include Microsoft Windows Installer packages or other 
standardized methods for installation automation, legacy applications and applications 
developed in-house may not. 

This guide describes some of the approaches to packaging applications that can be used 
with the Solution Accelerator for BDD. The information in this guide includes many 
sources, such as the Windows resource kits, the Microsoft Developer Network (MSDN®), 
Macrovision, and best practices previously collected by Microsoft Consulting Services 
(MCS). 
Note   The Solution Accelerator for BDD distinguishes between two kinds of applications: 
enterprise (or core) and supplemental. Enterprise applications, such as Microsoft Office Editions, 
are built into the client computer images that companies deploy so that all users in the enterprise 
have the application. Supplemental applications, such as Microsoft Office Project, are installed on 
a user-by-user basis as necessary. Although this distinction is important in planning which 
applications form the business core infrastructure and which are optional, it does not change the 
process that is followed at the packaging stage. Hence, throughout this guide, the terms 
enterprise application, core application, and supplemental application can be used synonymously. 
The goal of this guide is to demonstrate the various methods available for ensuring the integrity 
and consistency of the applications during the desktop deployment. This does not imply that the 
application is certified for Windows Vista but that it can be installed on a desktop without user 
intervention. 

Background 
The tasks this guide describes typically begin in the MSF Planning Phase, during which 
decisions are made about applications to be deployed. The work continues through the 
Developing and Stabilizing Phases, during which the applications are packaged, tested, 
and piloted until they are approved for release to the Deploying Phase. 
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The primary consumer of this guide is the MSF Development Role Cluster because most 
of this document focuses on the development work needed to create application 
packages. 

The application packaging process uses the information obtained from the application 
inventory process as the key factor in deciding which applications to package and in 
which order. 

Experience has shown that application packaging is the task in computer deployment that 
takes the most lead time. For this reason, you should begin the application packaging 
process as soon as the project has been approved. 

Prerequisites 
The Supplemental Applications feature team needs the following to package applications: 

• A lab environment in which to build and test packages (This lab could be the same 
one that other teams in the Solution Accelerator for BDD project use.) 

• A list of applications to be packaged for deployment 

• The source media for each application 

• A point of contact for each application 

• Suggested default settings for each application 

• Packaging software 

• A license for all software being repackaged 

Assumptions 
This guide makes the following assumptions: 

• The reader has basic familiarity with deploying applications in an automated fashion, 
whether through unattended Microsoft Setup, Windows Installer, Microsoft Systems 
Management Server (SMS) Installer, or any installer-type product—for example, 
InstallShield. 

• Documentation will be provided for the installation and testing procedures of the 
application to be deployed. 

• Applications that are deployed or repackaged should always be installed in 
C:\Program Files\Application (%PROGRAMFILES%\Application). 

• The reader has experience with scripting or programming. 

• If the reader is repackaging applications by using a non-Microsoft packaging tool, the 
reader has received advanced training for using the chosen tool. 
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Overview 
The MSF Process Model illustrated in Figure 1 gives an overview of the packaging 
process. Note that the graphic includes an Envisioning Phase, during which initial 
thinking and planning about a project occur. That phase ends when the scope of the 
project is defined. 

This guide does not include information about the project Envisioning Phase, because 
this preliminary planning will have already taken place. This guide begins with the 
Planning Phase. 

 

Figure 1. The supplemental application packaging process 
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The flowchart in Figure 2 provides an overview of the packaging process. 
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Figure 2. The application packaging steps 
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Planning 
This section describes the focus of the six role clusters during the Planning Phase. It also 
explains the importance of a lab environment, packaging techniques, and distribution 
techniques. Figure 3 illustrates the Planning Phase of supplemental application 
packaging. 

 

Figure 3. Planning for supplemental application packaging 

Roles and Responsibilities 
The six role clusters in the MSF Team Model play a role in the Planning Phase of the 
initiative. Table 1 lists those roles and defines the focus areas for each. For more 
information about MSF team role clusters, see the MSF for Agile Software Development 
page at http://msdn.microsoft.com/vstudio/teamsystem/msf/msfagile/default.aspx. 
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Table 1. Roles and Responsibilities During the Planning Phase 

Role Focus 

Product Management Input into conceptual design; business requirements analysis; 
communications plan 

Program 
Management 

Conceptual and logical design; functional specification; project 
plan and project schedule: budget 

Development Establishment of the lab; application inventory prioritization and 
review 

User Experience Usage scenarios and use cases; user requirements; localization 
and accessibility requirements; user documentation; training 
plans; schedules 

Test Testing requirements definition; test plan and schedule 

Release Management Design evaluation; operations requirements; pilot and 
deployment plan and schedule; network discovery; application 
and hardware inventory; interacting with the Operations and 
Security feature teams 

Integrating with the Application 
Compatibility and User State Migration 
Feature Teams  
The Supplemental Applications feature team must integrate with the Application 
Compatibility and the User State Migration feature teams. The Application Compatibility 
feature team must determine which applications will be deployed to client computers and 
identify any special requirements that will enable the applications to run properly on the 
target platforms. If any security templates are required to relax user permissions for 
proper operation, these templates must also be provided. The User State Migration 
feature team will identify the best way to migrate application data from supplemental 
applications. To ensure user data can be retained after the migration is complete, consult 
with the User State Migration feature team to identify any changes that may be necessary 
during the deployment of supplemental applications. 

Establishing the Lab 
During the Planning Phase, the Supplemental Applications feature team establishes the 
lab environment in which it will conduct all the development work. The Supplemental 
Applications feature team does not necessarily need a separate lab. Typically, the team 
can use the lab infrastructure established by the Computer Imaging System feature team, 
the Application Compatibility feature team, and the User State Migration feature team. 
However, the Supplemental Applications feature team needs to ensure that it has the 
application packaging software. 

Microsoft Virtual PC 2004 provides an ideal solution for the development and testing of 
deployment packages for core and supplemental applications. For application 
repackaging operations, you may create virtual systems that contain only the minimal 
baseline elements of your environment. For the testing of deployment packages and 
even application functionality testing, you may create virtual systems that contain logical 
combinations of your core and supplemental applications as they will be deployed in your 
environment. Aside from a virtual environment reducing the number of systems required 
to maintain a diverse lab environment, one of its most beneficial features is the ability to 
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undo changes. In Virtual PC, this feature is known as Undo Disks. Undo Disks stores all 
the changes made while a virtual machine is used. At the end of the session, you may 
choose to permanently commit the changes to your virtual machine, save the changes for 
a future session, or delete the changes. By deleting changes made to a virtual machine, 
you may restore your system to a pristine environment in seconds. It is this ability to 
delete the changes made to a virtual system that can be a considerable time-saver when 
compared with the time and effort in rebuilding or re-imaging fresh systems. 

For more information about establishing the lab environment, refer to commandment 
number 1, “Prepare Your Packaging Environment,” in Macrovision’s “The 20 
Commandments of Software Packaging” (included with the Solution Accelerator for 
BDD). 

Understanding Packaging Techniques 
Many organizations want to customize application installations to help them meet their 
unique business requirements. Providing a single way to install all applications and 
guarantee the installation process greatly reduces the amount of time and effort spent 
troubleshooting application issues. A simple customization often involves configuring the 
installation process to proceed without user input. This type of installation is commonly 
known as quiet, silent, or unattended mode. A more complex situation may involve fully 
customizing the content of an installation by adding, removing, or changing files and 
other resources that are to be installed. 

In the past, application manufacturers delivered a unique Setup program for each 
application. In some cases, the Setup program that was supplied with the application 
allowed a limited amount of customization (for example, by editing a Setup.inf file). 
However, information technology (IT) personnel frequently had to manually customize 
and repackage applications that did not allow sufficient customization options. 

The command-line interface to control the installation of each application also varied. 
This required administrators to spend time learning different managerial facilities for each 
program. For example, the command-line option to uninstall an application could have 
been /u, /r, /x, -u, -r, -x, or even something totally different. Additionally, needing to install 
an application for a single user or for all users on a computer sometimes required 
radically different procedures. 

Although modern applications are much more consistent in the way they provide 
unattended installations, legacy applications are still burdened with complicated and 
varying setup procedures. Organizations that want to deploy such applications in a 
consistent and reliable way must use application packaging. This guide covers three 
major categories of application packaging. 
Note   Within the Planning Phase, the Supplemental Applications feature team will choose an 
application packaging technique. At this point, packaging standards should be documented and 
adhered to. The team will not implement the application packaging until the Developing Phase. 
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Within each of the three major categories, there can be several different solutions. The 
three categories are as follows: 

• An installation executable file that natively supports unattended installation: 

• Windows Installer 

• InstallShield Response Files 

• Other setup scripts 

• Repackaging technologies: 

• FLEXnet AdminStudio (Macrovision) 

• Wise Package Studio (Altiris) 

• Scripting technologies: 

• Microsoft Windows Script 

The following sections discuss each technology in more detail. For instructions about how 
to use each of these technologies, see the “Developing” section later in this guide. 
References to detailed instructions and documentation, when available, about the various 
technologies and methods are also listed in this section. 
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Evaluating an Application 
You can use the decision tree in Figure 4 to help decide which automation approach to 
use. 

An application has 
been identified for 

packaging.

Does the 
application have its 

own automation 
capabilities?

Can the application be 
installed using a snap 

shot technology?

Does the application 
support screen 

scraping?

Automate the application with 
your preferred snapshot 

technology.

Automate the application with  
your preferred screen scrape 

technology.

Automate the application with its 
own technology.

Application may not be capable of 
automated installation. Consider writing 

good installation documentation and 
checklists

Yes

No

Yes

No

Yes

No

 

Figure 4. Decision tree for application packaging technology selection 
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Consider the following factors when answering the questions in Figure 4: 

• Does the application have its own automation capabilities? First, look for an .msi file 
on the setup media. This .msi file is a Windows Installer file that you can use to 
automate installation. If there is no .msi file, there is still a distinct possibility that the 
setup procedure supports a different automation technology. If you are automating a 
popular, widespread application (as opposed to an internally developed application), 
you can probably find information on the Internet from administrators who have 
previously automated the application installation. The best place to start is the 
AppDeploy.com Package Knowledge Base page at 
http://www.appdeploy.com/packages, which contains a knowledge base of 
applications that have been packaged and deployed by other people, a list of ways to 
automate the installation, and details about potential problems. 

• Can the application be installed using a snapshot technology? If the application lacks 
its own automation capabilities, you may be able to install it by repackaging the 
application. The best way to determine whether an application can be repackaged is 
to attempt to repackage it and then test deployment in a lab environment. This 
document provides detailed instructions for repackaging applications. 

• Can the application installation be scripted? Most applications with interactive 
installers can be automated by using a tool that simulates keystrokes, such as 
Windows Script  or AutoIt.  
Note   ScriptIt was previously used for simulating keystrokes; however, the tool is now 
considered outdated. Windows Script provides a more flexible and powerful platform for 
screen scraping.  

Table 2 shows the similarities and differences among common automated installation 
tools: Windows Installer, setup scripts (provided from the application vendor), 
AdminStudio, Wise Package Studio, and Windows Script. You can use this table to help 
determine which tool best fits your environment and needs. 
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Table 2. Automated Installation Tool Features 

Attribute Windows 
Installer 

Setup 
Scripts 

FLEXnet 
AdminStudio 

Wise 
Package 
Studio 

Windows 
Script 

Requires no 
user 
intervention 

Yes Yes Yes Yes Yes 

Available at 
no extra 
charge 

Yes Yes No No Yes 

Can install 
more than 
one program 
at a time, 
including file 
and registry 
settings 

Yes No Yes Yes No 

Has an 
intelligent, 
wizard-driven 
interface 
rather than a 
text file that 
the installer 
has to edit 

Yes No Yes Yes No 

Has a 
graphical 
user 
interface 
(GUI) tool 
with many 
features 

Yes No Yes Yes No 

Shows 
whether the 
client has 
completed or 
failed an 
installation 

Yes, if 
configured 

Not 
necessarily 

Yes Yes Yes, if 
scripted 

Can create 
an 
installation 
package for 
multiple 
computers 
and can 
designate 
the 
conditions 
when it will 
be installed 

Yes Not 
necessarily 

Yes Yes Yes, if 
scripted 
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For more information about evaluating applications for repackaging, refer to 
commandment number 5, “Know When to Package,” and commandment number 6, 
“Repackage or Customize All of Your Software Installations,” in Macrovision’s “The 
20 Commandments of Software Packaging” (included with the Solution Accelerator for 
BDD). 

Windows Installer 
Windows Installer, also known as Microsoft Installer or MSI, is a technology and file 
format for installing applications on computers running the Windows operating system. 
Most new applications, including most new Microsoft applications, include Windows 
Installer files. The inclusion of a Windows Installer package (.msi) file with an application 
greatly simplifies deployment, because repackaging of the application is not needed. Any 
required customizations for the Supplemental Applications feature team’s environment 
may be injected without the need to repackage an existing .msi file. 

Because Windows Installer is so flexible and easily deployed to an enterprise, you may 
want to deploy applications in a Windows Installer package even if the software 
developer has not included an .msi file. You can usually repackage an application into an 
.msi file by using a repackaging tool, such as FLEXnet AdminStudio or Wise Package 
Studio (each discussed in this guide). Sometimes, repackaging an application is easy. 
Other times, it is extremely challenging and time-consuming. Developing this experience 
in-house can be time-consuming and is often fraught with trial and error. Depending on 
the resources you have internally to tackle repackaging issues, it is often helpful to seek 
outside help from companies specializing in repackaging. 
Note   A database of companies who provide repackaging and deployment-related services is 
available online on the AppDeploy MSP Locator page at http://www.appdeploy.com/services. 

If your IT department develops applications internally, you should work with the 
Development feature team to have them package their applications in Windows Installer 
files to enable simplified deployment. This is known as authoring. Authoring is often done 
directly within the development environment with tools such as Microsoft Visual Studio®. 
Authoring can also be performed with non-Microsoft tools such as InstallShield. For more 
information about Visual Studio, visit the Microsoft Visual Studio Developer Center page 
at http://msdn.microsoft.com/vstudio. For more information about InstallShield, visit the 
InstallShield page at http://www.macrovision.com/products/flexnet_installshield. 

Windows Installer packages provide the following features that enable flexible application 
deployment: 

• Command-line options. Command-line options are used to specify transforms 
(described later in this document), variables, options, and file and path names and 
control the action of the installation at run time. 

• Properties (variables) in the Command Prompt window. Properties are variables that 
Windows Installer uses during an installation. A subset of these, called public 
properties, can be set at a command prompt. 

• Transforms. A transform is a collection of changes you can apply to a base Windows 
Installer package (.msi) file. You can customize applications by using Windows 
Installer transform (.mst) files. You configure transforms to modify a Windows 
Installer package to dynamically affect installation behavior according to your 
requirements. You associate transforms with a Windows Installer package at 
deployment time. Transforms for Windows Installer package files are similar to 
answer files that you may have used to automate the installation of an operating 
system such as Windows Vista. 
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A Standard Command-Line Interface 
By providing a standard installation engine and packaging format for applications, the 
Windows Installer technology enables all applications using it to share the same 
Windows Installer properties and command-line options. For example, for every 
application installed by Windows Installer, the command-line option to perform an 
installation without displaying a user interface (UI) is /qn. The command-line option to 
create verbose log files is /lv*. 

A Standard Format and Method 
Windows Installer provides a standard package format for applications and a standard 
method for customizing applications. You can tailor an application to a particular group of 
users by taking the application's Windows Installer package and customizing it by 
creating and using a transform that installs a selected set of features for that group of 
users. For example, for a group of users in the Marketing department, you could create a 
Microsoft Office Visio® transform that installs a special set of stencils. For users in the 
Engineering department, you could create a transform that installs a set of stencils 
different from those installed for the Marketing department. 

In most deployment situations, you need to maintain only a single Windows Installer 
package for each application and a library of transforms that you can apply to each 
package. For more information about the standard Windows Installer package file 
types—.msi and .mst files—see “Windows Installer” in the “References” section later in 
this guide. 

At its basic level, a transform file contains a set of differences between the base package 
(provided by the application manufacturer) and the customized package. You can also 
use a transform to answer all installation questions for the user. Doing so can eliminate 
the need for user intervention during the installation of an application while replacing the 
manufacturer’s defaults with defaults appropriate for your organization. This is particularly 
useful in customizing and performing unattended installations. The following are the most 
common application customizations that you can create by using transforms: 

• Specify the features to be installed. 

• Define the level of user interaction during the installation. This works in combination 
with the command-line options you set. For example, you may want to allow the 
setup procedure to prompt users for their names. 

• Specify the answers to be provided in the Setup UI during the installation. 

• Specify a location to install the files. 

• Specify the placement of shortcuts. 

• Add files to the installation. 

• Specify the registry settings to be added or changed during the installation. 

For more information on the customization of MSI setups, see Macrovision’s MSI 
Repackaging and Customization Best Practices Guide (included with the Solution 
Accelerator for BDD). 

Installation Privileges 
Users who do not have full administrative privileges are called limited users, low-rights 
users, or restricted users. To create limited users, exclude the users from the 
Administrators and Power Users local security groups on their computers. Doing so 
reduces security risks by blocking many types of malware that could infect the computer. 
It can also increase system stability and uptime by preventing users from making 
configuration changes to their computer. However, these benefits have a cost. Limited 
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users will not have sufficient privileges to run some applications properly. As a result, 
enabling the applications to run requires the Application Packaging team to spend 
extensive time testing applications and adjusting permissions and configuration settings. 
For more information about limited users, refer to the Solution Accelerator for BDD 
Security Feature Team Guide. 

It is possible for limited users to be able to run many applications but still not have 
sufficient privileges to install the applications. For example, if the installation procedure 
makes changes to the All Users profile, Setup will fail if run by a limited user. To work 
around this limitation, the Windows Installer service enables you to install packages while 
a limited user is logged on. One way to take advantage of these elevated installation 
privileges is to use Group Policy–based software deployment in a Microsoft Active 
Directory® directory service environment. 

Windows Installer enables you to install packages in two ways: 

• Per computer. You can use software distribution technologies to install an application 
on a computer by using administrator-level privileges in the operating system’s All 
Users profile. The following is a sample command-line argument that you might use 
to install an application in the All Users profile (per computer) that does not include a 
UI from an administrative share (this command must be run by using an account with 
elevated privileges): 
msiexec /i \\server\share\application\setup.msi /qn ALLUSERS=1 

• Per user. Windows Installer provides software distribution technologies to assign or 
publish applications to users. Windows Installer also provides the functionality to 
install an application by using administrator-level privileges while operating within the 
user’s context, regardless of the user's privileges. 
Note   Install packages per computer whenever possible. Per-user installations may require 
each user to install updates, which complicates the update process. 

Group Policy–based software deployment technology and the Active Directory 
components of Microsoft Windows Server™ 2003 and Windows 2000 Server, take 
advantage of the functionality of providing elevated privileges on a per-user and per-
computer basis. Administrators can use Group Policy with Windows-based security to 
prevent users from installing applications not required for their jobs. This can help 
substantially reduce management and licensing costs. 

System Restore 
Users can use the System Restore feature of Windows XP Professional to reverse 
harmful changes to their computer caused by installing or uninstalling applications. This 
feature enables the user to return the computer to an earlier state known as the restore 
point. Windows Installer automatically creates a restore point each time an application is 
installed or removed. Restore points identify the name of the application and the stage of 
the installing (or uninstalling) of that application. The System Restore Wizard helps a user 
return a computer to the state just before installing or uninstalling the application. 
Note   System Restore can slightly degrade system performance, particularly during application 
installation. In organizations with many small applications, especially during the supplemental 
application deployment, administrators may decide to disable checkpointing from within the 
installer to improve performance. You can prevent Windows Installer from creating restore points 
by setting the Disable Creation of System Restore Checkpoints policy. For more information about 
this policy, see the “References” section later in this guide. After installation is finished, re-enable 
System Restore. You can use Windows Management Instrumentation (WMI) scripts to enable 
System Restore as in the following example. 
strComputer = "." 
Set objWMIService = GetObject("winmgmts:\\" & strComputer & 
"\root\default") 
Set objItem = objWMIService.Get("SystemRestore") 



Supplemental Applications Feature Team Guide 17 

errResults = objItem.Enable("") 
Wscript.Echo "System Restore Attempt Returned Error Code " & errResults 

Windows Installer File Extensions 
Table 3 lists the file name extensions that are used with Windows Installer. 

Table 3. Windows Installer File Extensions 

Extension Description 

.msi Windows Installer package 

.msm Windows Installer merge module 

.msp Windows Installer patch 

.mst Windows Installer transform 

.idt Exported Windows Installer database table 

.cub Validation module 

.pcp Windows Installer patch creation file 

Inventorying Applications 
As part of the Planning Phase, the Supplemental Applications feature team must identify 
which applications need to be packaged and deployed. The sections that follow discuss 
important considerations for inventorying supplemental applications. For information 
about the inventory process and tools to use for inventorying software, refer to 
“Generating an Application Inventory” in the Application Compatibility Feature Team 
Guide. 

Prioritizing Applications 
After the Supplemental Applications feature team has obtained a copy of the application 
inventory from the Application Compatibility feature team, it can review the application 
inventory. 

The Supplemental Applications feature team typically addresses only the applications 
that will be redeployed during the deployment project and that have been through the 
application compatibility testing to ensure they can be run on Windows Vista. There is 
little use in packaging an application that will be neither deployed nor run on the target 
operating system. 

Often, a committee is established with representatives from the User Experience feature 
team, IT operations, the Application Compatibility feature team, the Supplemental 
Applications feature team, the User State Migration feature team, and product 
management. This committee reviews the application lists and decides which 
applications will move forward and be redeployed during the deployment process and 
which applications will be retired. These decisions affect all the teams on the committee, 
but they have particular significance to the Supplemental Applications feature team, the 
Application Compatibility feature team, and the User State Migration feature team. 

Prioritizing this application list helps the team focus on the applications in an orderly 
process. Often, the applications are prioritized based on a combination of how pervasive 
an application is in the environment and the application’s complexity. In the case of a 
Windows Vista migration project, prioritization may be based on departmental need 
according to your deployment schedule; otherwise it is recommended that the most 
pervasive or complex applications be listed first, followed by the less pervasive and 
simpler applications. 
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Identifying Application SMEs 
After the Supplemental Applications feature team has its prioritized list of applications 
that are known to work on Windows Vista, it can start to address each application in order 
of priority. This will be a repetitive process, cycling through each of the applications in 
turn. 

The application packaging developers need not be experts in all the applications in the 
enterprise. It is important for both the Supplemental Applications feature team and the 
User State Migration feature team that a subject matter expert (SME) be identified for 
each application. Although the term subject matter expert is used, the SME does not 
necessarily need to be an expert in the application; however, the SME is the person 
identified as having the most overall experience with the application. The SME will 
provide insight into how the organization installs, configures, and uses each application. 

Identifying Files and Settings 
The investigation and identification of each application starts in the Planning Phase and 
continues through the Developing Phase of the deployment project. The application 
packaging developers and the application SMEs review each application and identify 
specifically which files, or file types, need to be migrated, which settings or preferences 
need to be migrated and where they are to be stored, and where the files need to be 
placed during the restore process on the new computer. 

SMEs should provide assistance in the following key issues: 

• Locating the software media (Often, the SME is the best source of information about 
where the source media, such as CD-ROMs or floppy disks, can be found.) 

• Describing the appropriate configuration, behavior, and usage of the application 

• Understanding the external interface connectivity requirements, if any, of the 
application (This may include a back-end database, mainframe, Web site, or other 
application server.) 

• Identifying any constraints associated with an application 

• Providing knowledge of the above key issues, which is crucial when modeling the 
pilot environment to closely match the production environment 
Note   If possible, store all user data under the user’s profile, either in \%userprofile%\My 
Documents or \%userprofile%\AppData. In the AppData folder are two folders titled “Local” 
and “Roaming.” Place data that should never roam as part of a roaming user profile under 
%userprofile%\AppData\Local\Vendor Name\Application Name. The application SMEs will 
provide information about the feasibility of any data-file relocation requirements. 

The User State Migration feature team, the application SME, and the Supplemental 
Applications feature team should work together very closely, because there are 
expectations and dependencies between these teams and the SME with respect to 
where data and settings are located. 

Choosing Distribution Techniques 
To distribute supplemental applications without requiring administrators to manually 
install software on each client computer, you must identify a way to automate the 
installation. Most applications, especially recently developed applications, have native 
support for Windows Installer. 

Some level of customization is typically provided, using an InstallShield response file or 
any simple command-line arguments provided. If a suitable command-line method cannot 
be determined; you can create a Windows Installer package for an application by using a 
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technique called repackaging. Repackaging can be a challenging, time-consuming, and 
error-prone process, however, and may require expertise that may be developed 
internally or outsourced. If repackaging an application is a problem and no desirable 
automated method is provided, you may be able to automate the installation by using 
scripting. 

Many vendors provide Windows Installer setups already, and repackaging those that do 
not results in a well-managed environment in which all the benefits of Windows Installer 
technology may be enjoyed. A significant benefit in repackaging applications to Windows 
Installer format is that tools such as FLEXnet AdminStudio and Wise Package Studio 
offer features for comparing the contents of files prior to deployment to determine 
whether any conflicts exist. Any such conflicts may be addressed ahead of time and may 
also serve to help you focus your Quality Assurance (QA) testing efforts. 

While there are many benefits to repackaging, improperly repackaging an installation can 
generate problems for both the repackaged application and others already on the 
computer. If you experience problems with an application and the installation was a 
repackaged one, the vendor may be unwilling to provide support for the problem unless 
the vendor-provided setup can be used to replicate the issue. And finally, some legacy 
applications cannot be repackaged successfully (particularly those applications that are 
dependent on hardware configurations or have an advanced software copy protection 
mechanism). 

Table 4 highlights just some of the information you must consider when deciding whether 
you will repackage applications for distribution. For additional issues that may be faced 
when repackaging, see “Potential Repackaging Problems” later in this section. 

Table 4. Pros and Cons of Repackaging 

Attribute Repackaged 
Windows Installer 
Installation 

Command-Line-
Driven or Scripted 
Installation 

Complete customization of installation Yes Sometimes 

Offers ability to cross-check with other 
packages or baseline snapshots to 
detect conflicts 

Yes No 

Can be assigned to computers or users 
through Group Policy 

Yes No 

Monitors and corrects missing or corrupt 
files 

Yes No 

Automatic roll-back and repair of failed 
installation attempts 

Yes No 

Potentially complex and time-consuming Yes Sometimes 

Results in a vendor-supported 
installation 

No Yes 

 

The sections that follow discuss how to plan both for automating installations and for 
repackaging a supplemental application. 

Automating Installations 
Most applications provide native support for automation by using their native setup 
routine. Recently created applications almost always provide Windows Installer 
packages. Legacy applications released before Windows Installer became a popular 
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format may instead use InstallShield Response files for automation. If an application’s 
setup procedure supports neither of these automation technologies, you may be able to 
automate the installation by using scripting to simulate keystrokes. The sections that 
follow discuss these technologies in more detail. 

Planning for Automation of Windows Installer Packages 
Automation of Windows Installer packages is straightforward and flexible. If you have a 
software distribution infrastructure, such as Group Policy software distribution, you can 
configure the packages for deployment by using a simple, point-and-click UI. If you do not 
have a software distribution infrastructure, you can automate the installation of Windows 
Installer packages by using command-line parameters and logon scripts. For detailed 
instructions, refer to the “Developing” section in this guide. 

Planning for Automation with InstallShield Response Files 
InstallShield is a popular developer tool for authoring a setup process for an application. 
Though most modern InstallShield-based setup procedures now support Windows 
Installer packages, earlier versions of InstallShield used a proprietary format. Fortunately, 
this format can often be easily automated by using InstallShield Response files. For 
detailed instructions for customizing InstallShield Response files, refer to the 
“Developing” section. 

Planning for Automation Using Scripting 
Some applications can be troublesome to repackage and cannot be automated with 
command-line parameters. However, most applications provide a wizard-based setup 
routine that requires the user to click buttons or press keys to progress with the 
installation. If a user can complete the installation by using only the keyboard, you can 
probably automate the installation by creating a script that simulates this manual activity. 
This method is generally considered as a last resort and does require that someone is 
logged onto the computer while the script is executed. 

To understand how to automate a procedure by simulating keystrokes, you must first 
understand that most applications provide keyboard shortcuts, even if most people use 
the mouse. For example, in most Windows-based applications, you can press the ALT 
key to open a menu. After you press ALT, one letter on every menu item is highlighted. 
You can then press that key to select that menu item. 

For example, in Microsoft Office Word, you can save the current file by pressing three 
keys: ALT, F, and S. The ALT key selects the menu and causes keyboard shortcuts on 
the menu to be underlined. The F key opens the File menu. The S key selects the Save 
command. Similarly, you can perform the Save As function in Word by pressing ALT, F, 
and A. 

Dialog boxes often have underlined letters, which indicates that you can press and hold 
down the ALT key, and then press that letter to activate a link, list, or button. For 
example, Figure 5 shows a portion of a dialog box that is part of an installation wizard. 
The x in Exit Setup is underlined, so you could press that button without using the 
mouse by pressing ALT+X. Similarly, the H in Help is underlined, so you could press 
ALT+H to open Help. 

 

Figure 5. Keyboard shortcuts in installation wizards 
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In Figure 5, OK does not have an underlined letter. Typically, an OK or Next button is 
considered the default button, and you can activate it by pressing ENTER. Alternatively, 
you can select the button by pressing the TAB key repeatedly. A dotted box shows which 
button is currently highlighted. Then, you can press the SPACEBAR to activate that 
button. 

Again considering Figure 5, there are two ways to activate the OK button: pressing the 
SPACEBAR (because it is selected) or pressing ENTER. There are also two ways to 
activate the Exit Setup button: pressing TAB, then pressing the SPACEBAR, or pressing 
ALT+X. Either accomplishes the same goal. Depending on the application, you may have 
to rely on different techniques. 

To automate an application installation, first install the application by using only the 
keyboard. Write down every key you press. Note any significant delays, such as the time 
taken to copy files or perform the actual installation. Then, create a script that simulates 
those keystrokes and delays. When you run your script on client computers, the 
keystrokes will install the application. A detailed example of this method is discussed in 
the Developing section later in this paper. 

While this is a simple means of automating the installation of an application, it can be 
limiting in its ability to inject appropriate pauses and to handle an installation wizard that 
may not provide consistent options between systems. For example, depending upon 
available hardware or other installed software the choices presented by the installation 
wizard may be different, which makes using simple keystrokes complex (or even 
impossible). In such a case, installation may still be automated using a freeware scripting 
language called AutoIt. AutoIt is a scripting language designed to automate application 
installation and provides several powerful functions which allow automation of any 
installation. If you are familiar with VBScript, KiXtart or any other scripting language that 
provides COM automation support, you may also use a Microsoft ActiveX® distribution of 
AutoIt to make use of its functionality using your preferred scripting language. AutoIt is 
available at http://www.autoitscript.com. 

Repackaging Overview 
If you have an application that is not designed for Windows Installer and does not support 
another native installation automation technique, you can repackage it into the Windows 
Installer package format so that you can use the features of Windows Installer to 
distribute the application. Repackaged applications usually combine the entire feature set 
of the application into a single feature. In other words, after an application is repackaged, 
you cannot pick and choose which components you want to install. Instead, you would 
need to create separate packages for each combination of application components. 
Note   Before repackaging any applications in your organization, it is important to compare the 
benefits with the costs involved. Repackaging is an advanced operation. There are tools that can 
help developers create the final Windows Installer package, but the procedure is resource-
intensive and can be costly. 

Warning   Do not repackage Microsoft Office Editions. Office installation packages include logic 
that customizes the installation per each target computer. Repackaging the Office package file 
loses this logic, potentially preventing the package from installing correctly in some 
configurations. For more information about deploying Microsoft Office Revision 12 Editions with 
the Solution Accelerator for BDD, see the Solution Accelerator for BDD Core Applications Feature 
Team Guide. 

Warning   In addition to Microsoft Office Editions, other core applications not to be repackaged 
include Microsoft Internet Explorer, Windows Media® Player, service packs, and hotfixes. These 
items include changes to core system files that may not be modified by Windows Installer. 
Windows File Protection prevents the deletion or replacement of key files updated by such 
applications and updates. For these items, a command-line installation (and in some cases an 
MSI Wrapper package) is provided. An MSI Wrapper is a Windows Installer setup that launches a 
command-line installation as a custom action and is intended for environments requiring MSI 
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setups for application deployment (namely, Active Directory computer assignment through Group 
Policy). 

The Repackaging Process 
Repackaging is not a function or feature of Windows Installer. However, non-Microsoft 
vendors provide tools to enable you to repackage applications in a variety of formats. 
Organizations have repackaged applications for years, largely for the purpose of 
customization and for the generation of a silent installation. Transforms, however, 
eliminate the need to repackage Windows Installer–based applications for customization. 
In fact, repackaging an application that already uses Windows Installer for installation and 
maintenance would be very difficult and is not supported. 

Some organizations prefer to repackage existing applications to gain the benefits of 
Windows Installer and the Group Policy–based software deployment technology of 
Windows Server 2003 and Windows 2000 Server. Repackaging also requires a thorough 
knowledge of the application's installation. The cost of repackaging in labor, time, and 
reliability is often underestimated. Therefore, it is recommended that the knowledge of 
your internal staff and the possibility of outsourcing this task to a firm that specializes in 
repackaging be considered in your decision. 

Repackaging a Windows Installer package involves taking a snapshot of a clean 
computer (including the registry settings, files, and system settings), installing the 
software, taking a post-installation snapshot of the computer, and cleaning the package, 
as Figure 6 shows. The repackaging software detects the difference between the two 
snapshots and creates the necessary installation instructions to reproduce the 
installation. Any changes to the registry settings, files, or system settings that occur 
during the capture process are included in the installation. Typically, there may be 
dozens of processes running on a Windows Vista computer at any given time. Thus, any 
one of those processes can modify a system during the installation, and the modification 
appears in the repackaged application. This problem is minimized by implementing filters 
used by repackaging tools that can automatically remove items that should typically not 
be included. However, it is the potential to include items that do not belong that 
necessitates the need for careful review of repackaged setup contents to maximize its 
success. 
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Figure 6. The repackaging process 

For more information about the repackaging process, refer to commandment number 2, 
“Use Proper Workflows,” in Macrovision’s “The 20 Commandments of Software 
Packaging,” and review Macrovision’s MSI Repackaging and Customization Best 
Practices Guide (both included with the Solution Accelerator for BDD). 

Potential Repackaging Problems 
You can improve the reliability of repackaged applications by running them on computers 
that have identical hardware and software. Some common causes of failed installation or 
poor functionality of repackaged applications include the following: 

• Systems that run the same operating system but that differ in the optional operating 
system components that are installed. For example, if you repackage an application 
by using a snapshot on a computer that has Microsoft Internet Information Services 
(IIS) installed, and then deploy that package to a computer without IIS, the 
application will not work if it requires IIS or any components of IIS. 

• Differences in service pack versions. Application installation routines may install 
updated system libraries only if they are not currently installed on a computer. 
Therefore, deploying an application on a computer with a different service pack or 
update version can result in system files not being properly updated. 

• Differences in operating systems, such as Windows Vista versus Windows 
Server 2003. 

• Differences in versions of shared components, such as Internet Explorer. 

• Differences in versions of other installed applications, such as Office. Many 
applications share libraries. If these libraries already exist on the computer you use to 
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create a package but do not exist on a destination computer, the application will not 
run correctly. 
Note   Repackaging applications into the Windows Installer format has limitations and may 
not be supported by the application manufacturer. Check with each application 
manufacturer. Microsoft supports authoring and customizing applications that natively use 
Windows Installer for installation and maintenance. However, it does not support applications 
repackaged as Windows Installer files. The repackaging software manufacturer provides this 
support. 

• The following information can prepare you to deal with the most common challenges 
of repackaging applications: 

• Repackaging includes irrelevant or unrelated information. Repackaging, by 
design, can include information in the Windows Installer file that is not part of the 
application. For instance, if you capture the first snapshot, launch a program by 
using the Run dialog box, and capture the second snapshot, the Command 
Prompt window will be added to the most recently used (MRU) list for the Run 
dialog box during installation. Another example is if the computer restarts 
between the first and second snapshot; the package will record service state 
information, logon time, and so on. Although these examples are relatively 
harmless, others can disrupt the stability and functionality of a system. Many 
items that should never be included in a package are often filtered automatically 
using an exclusion list. However, there are many items that should sometimes 
not be included that will not be removed automatically. It is possible for a highly 
skilled and experienced technician to eliminate extraneous or detrimental 
information from a capture when repackaging applications for Windows Installer. 
Although there are some tools such as PackageCleaner 
(http://www.packagecleaner.com) designed to help, this process can be a labor-
intensive and therefore costly operation. 

• Installing features on demand is not possible. Installing individual features on 
demand is not possible when an application has been repackaged. When you 
repackage an application, the resulting Windows Installer package typically 
contains only one feature. That is, the Windows Installer installs either all or none 
of the application. 

To take advantage of install-on-demand functionality, an application must be 
developed with multiple features so that those features can be installed 
individually instead of all at once. Whether these features rely on shared 
components depends on the design of the application, and the developer must 
understand all the relationships among features and components. 

• Repackaged applications have little resiliency after installation. Typically, 
repackaging specialists create packages that self-repair by using Windows 
Installer. This type of resiliency can produce unexpected results and can be 
unreliable. Repackaging tools neither decipher component dependencies nor 
specify the keypath for an application. The keypath is the file or registry value 
that the Windows Installer uses to determine whether a component needs to be 
repaired. You may therefore need to manually correct this if it is not handled 
automatically to avoid a repackaged application that is more likely to be 
corrupted after installation. 
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Repackaging Tools 
You will need to use tools not included with Windows Installer to create Windows Installer 
packages. Although many such tools are available, this paper addresses the following 
two tools: 

• FLEXnet AdminStudio. Available in multiple versions, including a free download, 
AdminStudio is a powerful and flexible repackaging tool. 

• Wise Package Studio. Altiris offers products for repackaging, testing, and configuring 
the deployment of applications. 

The sections that follow discuss these tools in more detail. 

AdminStudio 

AdminStudio is available in several editions: 

• FLEXnet AdminStudio SMS Edition. This free download from Microsoft.com 
integrates with SMS to provide basic repackaging capabilities. FLEXnet AdminStudio 
SMS Edition prepares legacy Setup.exe packages for deployment by converting 
them to Windows Installer .msi packages and offers the ability to create and edit 
transform (.mst) files. To download FLEXnet AdminStudio SMS Edition, visit the 
AdminStudio SMS Edition download page at 
http://www.microsoft.com/smserver/downloads/2003/featurepacks/adminstudio. 

• FLEXnet AdminStudio Standard Edition. This edition of AdminStudio offers the 
features provided by the SMS Edition as well as the ability to edit and create your 
own MSI files and patches using InstallShield version 11. It also provides conflict 
identification and elimination features and the ability to hand packages off to a 
number of deployment solutions. 

• FLEXnet AdminStudio Professional Edition. The professional edition expands on the 
standard edition to add several QA testing features and enhanced conflict 
identification and resolution capabilities. It also adds the ability to convert InstallScript 
MSI setups into pure MSI setups and provides limited package management features 
such as reporting and cataloging. 

• FLEXnet AdminStudio Enterprise Edition. The enterprise edition tops off the feature 
list, adding automation of common tasks, more robust reporting, and a centralized 
catalog. It adds package version management and Patch Impact Manager (to identify 
what impact patches will have on your applications prior to deployment). 

Details on the difference between these editions may be found at 
http://www.macrovision.com/products/flexnet_adminstudio/adminstudio/features/all.html. 

A trial version of FLEXnet AdminStudio is available for download from 
http://www.macrovision.com/products/flexnet_adminstudio/evaluations. 
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Wise Package Studio 

Altiris offers Wise Package Studio in multiple editions and optional add-ons: 

• Wise Package Studio Standard Edition. The standard edition provides a stand-alone 
packaging tool with basic packaging and validation functionality. This includes 
capture and conversion tools for migrating legacy setups to Windows Installer format 
and an editor for graphic manipulation of the various Windows Installer file formats 
(for example, .msi, .mst, .msp). It also provides integration with several leading 
distribution systems. 

• Wise Package Studio Professional Edition. The professional edition expands on the 
standard edition set of tools and features by adding pre-built templates based on best 
practices and a software repository for managing packages, baseline snapshots, 
Group Policy Objects, and device drivers. Other features include conflict detection 
and resolution, patch impact assessment, and management of related information 
such as command lines needed to install packages. It also provides a feature for 
performing repackage operations from a Web page. 

• Enterprise Management Server (EMS). Available as an addition to either edition, 
EMS provides Web-based management reports, integrated security and task 
assignment, and project tracking and metrics. 

• Quality Assurance. QA is available as both a part of Wise Package Studio and as a 
stand-alone product. It adds “Preflight Deployment” (the deployment of a zero-touch 
package to simulate installation for testing purposes) for both packages and patches. 
In addition, it provides package testing tools to generate test plans for packages as 
well as resource testing to identify files that may not be available because of limited 
user rights or that may be missing, busy, or corrupt. 

 

A trial version of Wise Package Studio is available for download from 
http://www.wise.com/wps_evaluation.asp. 

Milestone: Build Environment Established 
Milestones are synchronization points for the overall solution. For more information, see 
the Solution Accelerator for BDD Plan, Build, and Deploy Guide. This milestone 
measures the team’s progress toward building a lab environment to support proper 
development and testing and producing the deliverables summarized in Table 5. 

Table 5. Build Environment Established Milestone Deliverables 

Deliverable ID Description 

Lab Ready The lab environment is up and running for testing by the 
Supplemental Applications feature team. 

Application List Identified 
and Prioritized 

The list of applications that the User State Migration and 
Supplemental Applications feature teams must address 
has been identified and prioritized. 

Application SMEs Identified SMEs for each application have been identified. 

Application Media Obtained The media needed to install the application have been 
obtained. 

Application Evaluation 
Started 

The applications are starting to be individually reviewed 
for data files and settings. 
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Developing 
This section describes six role clusters in the Developing Phase, application packaging 
technologies and best practices, troubleshooting strategies, and testing and integrating of 
applications. Figure 7 illustrates that the Developing Phase is primarily dedicated to 
preparing the application packages for later deployment. 

 

Figure 7. The supplemental application packaging process 

Roles and Responsibilities 
All six role clusters of the MSF Team Model play a role in the Developing Phase of the 
initiative. Table 6 lists those roles and defines the focus areas for each of the role 
clusters. For more information about MSF team role clusters, see the Microsoft TechNet 
Microsoft Solutions Framework page at 
http://www.microsoft.com/technet/itsolutions/msf/default.mspx. 
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Table 6. Roles and Responsibilities During the Developing Phase 

Role Focus 

Product 
Management 

Input into conceptual design; business requirements analysis; 
communications plan 

Program 
Management 

Conceptual and logical design; functional specification; project 
plan and project schedule; budget 

Development Creation and testing of the application packages 

User Experience Usage scenarios and use cases; user requirements; localization 
and accessibility requirements; user documentation; training 
plans; schedules 

Test Testing requirements definition; test plan and schedule 

Release 
Management 

Design evaluation; operations requirements; pilot and deployment 
plan and schedule; network discovery; application and hardware 
inventory; interaction with the Operations and Security feature 
teams 

Repackaging Applications 
This section walks administrators through the process of repackaging an application that 
is not available as a Windows Installer package. If an application does include a Windows 
Installer (.msi) file, you do not need to repackage the application and should not follow 
these steps. Instead, you can distribute the Windows Installer file natively. 

The following are the steps in this process: 

1. Preparing the lab 

2. Managing the workflow 

3. Running the discovery 

4. Cleaning up a new package 

5. Handling application prerequisites 

6. Preparing for highly managed environments 

7. Validating the package file 

The sections that follow discuss each of these steps and provide a list of repackaging 
best practices. 

Preparing the Lab 
You will need a lab environment to properly repackage applications. At a minimum, the 
lab environment can consist of a single computer. Enterprises typically need a robust lab 
environment, as shown in Figure 8, that enables engineers to package multiple 
applications on different computers simultaneously, simulate a variety of different client 
platforms, and rapidly redeploy “client and quiet” client lab computers. This will include 
two to three computers for each client platform in the enterprise and a Microsoft Windows 
Deployment Services (WDS) server for rapidly deploying new operating system images 
to ensure client computers are always clean. To avoid conflicts with the production 
network, the lab network should be an isolated network segment. 
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Figure 8. Typical enterprise repackaging lab environment 

If you decide to repackage an application, you can avoid common problems by making 
sure you do the following when repackaging an application: 

• Use a clean computer. This means a computer that has only the operating system 
installed and no other software installed or removed. If the computer is not clean, the 
repackaging tool may not detect files or registry entries that the application requires. 
As a result, essential files may be left out of the repackaged Windows Installer file, 
causing the application to break when you install it. Because it will probably not have 
more than one program or suite on it at a time, a reference computer does not need 
to be an especially powerful computer. To keep this computer clean, install only 
those tools required to repackage the application. For more information about why it’s 
important to use a clean computer, refer to commandment number 7, “Start with a 
Clean System,” in Macrovision’s “The 20 Commandments of Software Packaging” 
(included with the Solution Accelerator for BDD). 

• Use a quiet computer. Running processes may make file or registry changes that will 
be detected by the repackaging tool and included in the repackaged application. 
However, these changes will not be necessary for the repackaged application to 
install and may actually cause problems. Specifically, follow these recommendations: 

• Stop nonessential services and close unnecessary windows on your reference 
computer. Specifically, stop the following: Automatic Updates, Background 
Intelligent Transfer Service (BITS), IIS Admin (and all dependencies), Server, 
and Task Scheduler. 

• Ensure that none of the components (particularly any dynamic-link library, or 
DLL, files) of the program you are about to install already exist on the computer. 
If a DLL, for example, already exists on the computer, the application’s Setup 
program will not reinstall it and the repackaging program will not record that DLL 
as part of the installation. When users try to start the application, they will receive 
an error message stating that a DLL is missing. Make sure that every element of 
the installation is accounted for. 

• Shut down antivirus software. 
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• Shut down programs and applications that could write to the computer’s Temp 
folder or other directories. 

• Do not use e-mail and word-processing programs. 

• Do not delete files or send files to the Recycle Bin during the creation of a 
package file. 

• Disable screen-saver utilities, e-mail products, personal schedulers, and other 
programs that run automatically in the background. 

• Create a package for each unique hardware and software configuration in your 
organization. Depending on the changes made by the application installation and the 
significance of the differences between different platforms in your organization, you 
may need to repackage a single application once for every different platform. These 
platform-specific packages will typically be more reliable during deployment. 

You can use the Windows Server 2003 Remote Installation Service (RIS) to quickly 
deploy clean computers. This service reinstalls the Windows XP operating system on a 
computer by downloading a desktop configuration image that is stored on a computer 
running Windows Server 2003. For more information, see the Remote Installation 
Services page at 
http://www.microsoft.com/technet/prodtechnol/windowsserver2003/library/ServerHelp/c62
e5951-5eb9-42f1-95ae-490e5d7a5551.mspx. You can also use Microsoft Virtual 
Server 2005 to quickly deploy clean computers. For more information about Virtual 
Server, see http://www.microsoft.com/virtualserver. 
Note   It is recommended that any repackaging tools be executed from a remote network share 
and that they not be installed as part of your clean computer image. Doing so may result in 
changes to the clean image that could result in issues when capturing packages targeted for 
systems that do not contain the repackaging software elements. 

Managing the Workflow 
An efficient workflow typically resembles the following: 

1. Gather requirements from the group that requested the application: 

• Which client platforms will receive the application? 

• What changes to the default settings does the group require? 

• How will the application be deployed? 

• Does the group need to deploy different versions of the application to different 
end users? For example, the Marketing and Operations groups may require the 
same application but with different settings. 

• How can the group test the application functionality to verify that its package has 
been deployed successfully? 

2. Prepare a clean repackaging computer to use for discovery by reinstalling the 
operating system. 

3. While the client computer operating system is installing, prepare computers to test 
the package. These computers should not be clean but instead should closely 
resemble the production computers to which the package will be deployed. Prepare a 
computer for each type of client computer that will receive the application. 

4. Ensure that when testing computers, the appropriate security restrictions are in place. 
The final security template should be in place on test systems and testing should be 
performed by an appropriately restricted user account. It is common for applications 
to function for administrators but to encounter problems when a user without such 
privileges runs them. 
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5. On the client computer, connect to a network folder that contains the repackaging 
tool. Launch the repackaging tool, configure the package to be created, and launch 
the target application’s setup routine. 

6. After the target application has been installed on the repackaging computer, 
configure the application. This may include changing default settings, modifying 
shortcuts, or removing unnecessary files. 

7. Launch the repackaging tool again, and capture the post-installation state of the 
repackaging computer. This will take several minutes. 

8. Examine the contents of the package. Remove any files or registry entries detected 
by the repackaging tool that are not directly related to the application installation. For 
example, if the repackaging tool added a shortcut to the MRU list, you should remove 
this shortcut. 

9. Generate the Windows Installer package. 

10. Deploy the new package to the test clients. 

11. On each of the test clients, test the application functionality by using the test you 
identified in step 1. If any functions fail, identify the source of the problem, modify the 
package, and start over again at step 8. 

12. On each of the test clients, test other applications to verify that deploying the new 
application does not cause any problems. Often, a new application may overwrite a 
file or setting used by another application, causing problems that may be difficult to 
isolate in a production environment. If other applications now exhibit problems, 
modify the package to resolve the problem and start over again at step 8. 

13. For each additional version of the package required (as identified in step 1), create 
Windows Installer transform files. Then, repeat steps 9 through 11 to verify that the 
transforms did not cause any problems. For more information about transforms, refer 
to “Customizing by Using Transforms” later in this guide. 

Running the Discovery 
Discovery is a three-step process: 

1. Analyze the computer’s current files, folders, registry settings, and other important 
values. 

2. Install and configure an application. 

3. Reanalyze the computer’s files, folders, registry settings, and other important values 
to determine what has changed. 

In theory, this process identifies the changes the application makes during setup, which 
enables you to create a Windows Installer package that makes exactly the same 
changes. In practice, discovery can capture changes not related to the application 
installation, such as files downloaded by Automatic Updates, changes to the MRU files 
list, and changes caused by any other background process. 
Note   You cannot typically capture device driver installation using a standard snapshot 
mechanism. For applications such as Microsoft NetMeeting® that include a device driver, you 
may need to take advantage of Microsoft’s Driver Install Framework Tools (specifically DIFxApp, 
which you can use to install signed driver packages associated with applications in a Windows 
Installer package). For more on the Driver Install Framework Tools, see 
http://www.microsoft.com/whdc/driver/install/difxtools.mspx. Alternatively you may need to 
install device drivers separately from the repackaged application. Some further guidance on the 
installation of drivers within a Windows Installer package can be found on the AppDeploy.com 
Installing PNP Drivers Within an MSI page at http://www.appdeploy.com/tips/detail.asp?id=108. 

See “Appendix A. Repackaging Legacy Setups” and “Appendix B. Cleaning Packages” 
for how to perform discovery with AdminStudio and Wise Package Studio, respectively. 
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Cleaning Up a New Package 
After the discovery process, your package may have noise in it caused by processes not 
related to setup making file or registry changes. If you distribute the package with these 
unnecessary settings, it is possible the package will cause unpredictable problems on the 
target computers. Therefore, you should examine the package, identify any changes not 
related to the application, and remove those changes. 

Identifying changes that need to be removed is more art than science. Some changes are 
obviously extraneous, such as an item that has been added to the user’s MRU list. Other 
changes, especially those to portions of the registry that track application library 
registrations, are hard to interpret. With experience, you will see some changes repeated 
in different applications and gain a better understanding of the types of changes that 
occur in the background and which are unrelated to an application installation. 

Non-Microsoft tools can greatly simplify the process of cleaning up a new package. 
AdminStudio and Wise Package Studio both include the capability to automatically detect 
and remove extraneous changes. PackageCleaner, available from the PackageCleaner 
home page at http://www.packagecleaner.com, uses a database to recommend likely 
extraneous elements that should be removed from packages. Additionally, 
PackageCleaner can help you evaluate specific elements that may be required for the 
package or that may be extraneous. 

See “Appendix B. Cleaning Packages” for information on cleaning a new package with 
FLEXnet AdminStudio and Wise Package Studio. 

Handling Application Prerequisites 
Most interactive application setup routines verify that the computer has the proper 
software installed. For example, applications based on the Microsoft .NET Framework 
check for the presence of the .NET Framework before installation. If the required 
software is missing, the setup routine either installs the necessary software or provides 
an error message to the user. 

When you repackage an application, the logic that checks for prerequisite software is 
lost. Therefore, you may need to provide this intelligence yourself. The capability to 
specify prerequisites is not provided by Windows Installer, nor by any software provided 
for free with the Windows operating systems. You will need to use additional software, 
such as the following: 

• As Figure 9 shows, both FLEXnet AdminStudio Professional and Wise Package 
Studio include editors that allow you to specify prerequisites for MSI packages. 

 

Figure 9. InstallShield application prerequisites 
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• Both products also allow you to build Launch Conditions for a Windows Installer 
package that provide the ability to automatically abort an installation where desired 
conditions are not met (such as a Windows version, screen resolution, or version of 
Internet Explorer or Windows Installer Runtime). 

Alternatively, you can write scripts that perform the following actions: 

• Check a client for specific files and registry values that indicate a prerequisite 
application is installed. 

• Launch the application installation or report an error. 

For more information about scripting, visit the Microsoft TechNet Script Center at 
http://www.microsoft.com/technet/scriptcenter/default.mspx. To identify application 
prerequisites, refer to the application documentation. Specifically, look for a README file 
included with the application setup files. 

Preparing for Highly Managed Environments 
Highly managed (that is, locked-down) environments limit the security risks of client 
computers by restricting the privileges granted to end users. Because users lack 
permissions to make major changes to their computers, there is less chance of malware 
infecting their computer. Malware can be worms, viruses, Trojan horses, spyware, 
adware, or any other unwanted software. 

Although highly managed client computers reduce security risks, they increase 
application deployment costs. Because users have fewer privileges, they will not be able 
to install applications. In some cases, they may not even be able to run an application 
without the administrator either modifying the application configuration or granting the 
user additional rights. The sections that follow discuss how to address problems related 
to deploying supplemental applications in environments with restricted user privileges. 

Installing Applications in Highly Managed Environments 
Most applications require local administrative privileges to install properly. Therefore, 
distributing applications to end users who lack administrative privileges will fail unless the 
installation uses elevated privileges. Windows Installer packages, when distributed by 
using Group Policy Objects, can use elevated privileges to install properly. 

Running Applications in Highly Managed Environments 
Many applications, especially legacy applications, do not run properly when the user has 
only local user privileges. To enable the application to run properly, three choices are 
available: 

• Work with the application developers to modify the application requirements so that 
the application can run properly in a highly managed environment. 

• Provide a second user account to users, and grant this user account sufficient 
privileges to enable the application to run properly. Instruct users to use Run As to 
launch the application with the higher-privileged account. This approach adds some 
inconvenience for users, though this can be offset by modifying the application’s 
shortcut to always use Run As. Additionally, this approach reduces end-user security 
by giving end users the opportunity to run processes with greater privileges. 

• Grant users’ primary accounts the additional privileges necessary to run the 
application. If the additional privileges required are minimal, such as being able to 
write to a few select registry keys, the security risk may be acceptable. If the 
application requires full administrative privileges, the security risks may not be 
acceptable. These permission changes can be distributed by using Group Policy 
settings or security templates. 
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For more information about running applications in highly managed environments, refer 
to the “Resolving Problems with Overly Restrictive Permissions” section in the Security 
Feature Team Guide and the “Addressing Application Security Requirements” section in 
the Core Applications Feature Team Guide (both guides are provided as part of the 
Solution Accelerator for BDD). 

Validating the Package File 
The sections that follow provide high-level instructions for validating packages with 
AdminStudio and Wise Package Studio. 

Validating a Package with AdminStudio 
To validate a package with FLEXnet AdminStudio, you may do so from the Application 
Manager or from the InstallShield Editor. From within Application Manager, you can right-
click any package within the Application Catalog, and then select Validate Package. 
From within InstallShield Editor, on the Build menu, click Validate. In both cases, the 
results of the validation scan are presented at the bottom of the page with a description 
and error code value that offers a hyperlink to search for instances of the error code at 
Macrovision’s InstallShield Web site. 

Validating a Package with Wise Package Studio 
To validate a package with Wise Package Studio, use the Package Validation tool. The 
Package Validation tool can check both Windows Installer packages and transforms. To 
use the Package Validation tool, open Wise Package Studio, click the Tools tab, and 
then click Package Validation (instructions are provided in the right pane).  

Packaging Best Practices 
The following are suggestions for optimizing the packaging process: 

• Who is the point of contact for the application? Who created the package? What 
issues were encountered? All of these questions should be answered quickly by 
anyone inquiring by referring to package documentation maintained for each 
individual application. 

• Always back up and then modify a Windows Installer package through the project file, 
if available. 

• Make generally required changes to the Windows Installer package. Then, make 
workgroup-specific configuration changes by using transforms (.mst files), rather than 
by editing the Windows Installer package. This will make it easier to produce generic 
packages that can be modified for several environments and will ensure compatibility 
with updates or patches provided by the vendor in the future. 

• When you are compiling your project, never cancel the process. This could corrupt 
project files. 

• Always re-image your computers before you begin packaging a new application. 

• To expedite packaging time, create templates to reuse for processes such as file and 
registry exclusions. 

• As a backup, always save the application’s package and project file in a separate 
directory before you modify them. 

• If you have problems compiling (for example, the message “Module signature not 
found” appears), back up the Windows Installer package in another location, delete 
the original package, and recompile. 
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• To benefit from the self-healing features of Windows Installer, enable advertising on 
the shortcuts. 

• If the application is self-healing and you are unsure as to how the package is being 
changed, look to the Application Event log for details. You may also look at the date 
and time stamps of the files being installed on the test computer to verify the changed 
file. Also, verify that no HKEY_CURRENT_USER registry subtree entries are 
overlooked such as those that store license details or other values required for the 
application to operate. 

• Set the Property ROOTDRIVE = C:\ either at the command prompt or in the property 
table of your repackaged MSI file (or in an MST file for a vendor-provided MSI file). 
Doing so forces applications to install on drive C. Otherwise, if you have more than 
one drive in the target computer, Windows Installer will look for the one with the most 
free space. This means you will not always know on which drive your applications will 
be installed. 

• For applications that require HKEY_CURRENT_USER registry subtree entries, 
ensure that all user-specific parts of the installation (that is, all HKEY_CURRENT 
_USER registry entries) are contained in a separate feature. When a new user logs 
on to a computer, the self-heal functionality of Windows Installer will detect the 
missing component in the user’s profile and will install the contents of this separate 
feature to populate the user’s registry with the proper settings for the application. 
Failure to separate these values in their own feature results in the reinstallation of the 
entire application each time a user without the required registry values uses the 
application. 

• Be sure to generate a new product ID for each application. Otherwise, you will 
encounter installation problems when trying to install more than one Windows 
Installer application on a single computer. 

• Ensure that any .ini file changes are recorded in the .ini file table rather than only as 
files in the file table. This ensures that existing .ini files will be edited rather than 
replaced with the version within the Windows Installer package. 

• Follow the component rules: Do not mix user and computer-specific entries in a 
single component. Make sure that only one .exe file exists in each component. 
Ensure that components are unique (that is, they do not have a .dll file that exists in 
more than one component). 

• Use custom actions with caution. Anything done within a custom action loses rollback 
capability. If your install is cancelled or interrupted, changes made within the custom 
action will not be rolled back unless you create a special custom action to handle 
removal of the package. 

• Generate merge modules (.msm files) for common components, and use the merge 
module in any application that requires the component. Use commercially produced 
merge modules whenever possible. 

• If an application does not work under the Windows operating system, see the 
Application Compatibility Feature Team Guide for help in resolving the problem. 

• When security is an issue with an application and you find that security needs to be 
relaxed in a particular area of the file system or the registry, you can use Secedit.exe 
within a custom action to make the required security changes. This and other ways to 
address security requirements are discussed in the section titled “Addressing 
Application Security Requirements” in the Core Applications Feature Team Guide of 
the Solution Accelerator for BDD. 
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Automating Installations 
During the Developing Phase, you will need to perform the configuration of any Windows 
Installer packages or InstallShield Response files necessary to automate your 
supplemental application installations. The sections that follow discuss how to configure 
this automation. 

Windows Installer 
If you choose to deploy an application in a Windows Installer package, you can automate 
the installation by using Windows Installer command-line options. If you need to deploy 
the application in multiple different configurations (or if you are using a method which 
does not support command-line parameters, such as Group Policy), you can create 
transform configuration settings. The sections that follow discuss the options available in 
more detail. 

Windows Installer Command-Line Options 
The executable program Msiexec.exe interprets packages and installs products for 
Windows Installer. Note that Msiexec.exe also sets an error level on return that 
corresponds to its own internal error code. These error codes can be useful for identifying 
installation failures. You can find information on the meaning of these error codes on the 
Windows Installer Error Messages page at 
http://msdn.microsoft.com/library/default.asp?url=/library/en-
us/msi/setup/windows_installer_error_messages.asp. You can find information about the 
available command-line options at the MSDN Library Command-Line Options page at 
http://msdn.microsoft.com/library/en-us/msi/setup/command_line_options.asp. 

As an alternative to learning command-line options, you can use the Command Line 
Builder tool in Wise Package Studio to create command lines for automatically installing 
Windows Installer packages. As Figure 10 shows, the Command Line Builder tool 
provides a graphical interface for reliably configuring Windows Installer command-line 
options. This utility is provided as a part of Wise Package Studio, or as a free download 
in the “Utilities and Code Samples” section on Wise Solutions’ Developer Resources 
page at http://www.wise.com/wi_resources_page.asp. 
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Figure 10. Wise Package Studio Command Line Builder 

Customizing by Using Transforms 
Transforms cause Windows Installer to apply changes to a Windows Installer package. 
They are often used to deploy a single Windows Installer package to different types of 
users. For example, you can use transforms to deploy the same application to Operations 
and Engineering groups but with different default configuration settings. 

Regardless of the application you use to create a transform, transforms can include the 
following: 

• Adding and removing files 

• Removing, adding, or changing registry values 

• Adding or removing shortcuts 

• Changing modifications to .ini files 

• Changing parameters for services included in the Windows Installer file 

• Modifying Microsoft Open Database Connectivity (ODBC) resources 

• Changing interactive setup prompts 

“Appendix C. Creating Transform (.mst) Files” discusses how to create transforms by 
using AdminStudio and Wise Package Studio. 
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InstallShield Response Files 
Because silent installations do not require user input, the input must come from a 
different source. The source in this example is the InstallShield Silent Response File 
(Setup.iss). The response file contains the information a user would provide during a 
typical installation. 

You can create a response file by running the application’s Setup program and having 
InstallShield record the response file that you want to use during silent installations. 

For details on the creation and use of InstallShield Silent Response Files, see 
“Appendix D. Recording and Using an InstallShield Response File.” 

Other Command-Line Options 
Silent installations are common in an organization’s software implementation and 
upgrade procedures. A silent installation does not require user input during the 
installation process. For example, users do not have to choose the type of installation or 
the folder in which to install the program. Instead, they run the Setup program and 
continue with their work while Setup installs the product. 

Some applications use their own method of installation without using “Installer” 
technologies. Often, the vendor will also provide a way to install the application without 
the need for input. The most common way to determine whether the application supports 
this is to refer to the README document or execute setup.exe /?. Running setup.exe /q 
will often install the application without input. 

This type of installation is most commonly seen with updates to applications and 
operating systems—for example, reviewing the various updates to Windows 2000 Server 
because Service Pack 3 shows a few different methods of unattended installation. Some 
of the command-line options that are used to install the operating system updates are 
–m, –q, –z, /Q or /Q:A, and /R:N. A commonly used set of options is –z –q –m, which will 
install the update in unattended mode, without user interaction, and will not reboot when 
complete. Table 7 lists these options and the action for each one. 

Table 7. Common Command-Line Options and Actions 

Command-Line 
Option 

Action 

-n Do not back up files for uninstall. 

-z Do not restart when installation is complete. 

-q Quiet mode. No user interaction. 

-m Unattended Setup mode. 

-y Perform uninstallation (must be used with -m or -q). 

/Q or /Q:A Unattended Setup mode. 

/R:N Do not restart after installation. 

/R:Y Restart after installation. 
 

Microsoft SQL Server™ running as a desktop application, otherwise known as Microsoft 
SQL Server Desktop Edition (MSDE), has a dedicated version of the hotfix installer. This 
hotfix installer has different command-line options than the Hotfix.exe file that the 
operating system uses. For more information, including detailed examples, see the 
Microsoft Knowledge Base article “SQL Server Hotfix Installer” at 
http://support.microsoft.com/?id=330391. 
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Microsoft recommends using the application’s supported method of unattended 
installation when possible. Some applications can create a response file for Setup.exe to 
use during an unattended installation. This is similar to the process that InstallShield uses 
when creating Setup.iss for user responses during the installation. However, when 
applications use their own response files, it can be difficult to understand the syntax, 
format, and so on, that is expected. 

SendKeys (Windows Script Host)  
If you are unable to successfully repackage an installation and cannot find a supported 
command line option to automate the installation, you may still script the installation by 
automating the interactive setup. This process is referred to as “Screen Scraping” and 
takes advantage of the ability to perform actions without use of a mouse as discussed 
earlier (see, “Planning for Automation Using Scripting”). 

Starting with Microsoft Windows 98, Microsoft included a tool with the operating system 
called Windows Script Host (WSH—Wscript.exe). WSH processes scripts written in a 
variety of languages, but the most common language is VBScript.  

You can set focus to windows by title, and send keystrokes just as you would when 
typing. To better handle addressing windows that may not be immediately available, you 
can make wait and also take action based on your ability to set focus on a desired 
window. The below example makes use of these capabilities to install Visio Viewer 2003 
and is described in table 8. 

 
Set WshShell = WScript.CreateObject("WScript.Shell") 

WshShell.Run "vviewer.exe" 

Do Until WshShell.AppActivate("Microsoft Office Visio Viewer 2003 Setup")  

WScript.Sleep(100)  

Loop 

WshShell.SendKeys "%A,%I" 

Do Until Not WshShell.AppActivate("Microsoft Office Visio Viewer 2003 
Setup") 

WScript.Sleep(100)  

WshShell.SendKeys "%F" 

Loop
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Table 8. Description of Automated Visio Viewer 2003 Installation 

Code Description 
Set WshShell = 
WScript.CreateObject("WScript.Shell") 

 

Creates an object of type 
WScript.Shell, which is required 
for simulating keystrokes. You can 
start all scripts with this exact line. 

WshShell.Run "vviewer.exe" 

 
Launches the Visio Viewer setup. 

Do Until WshShell.AppActivate("Microsoft 
Office Visio Viewer 2003 Setup")  

WScript.Sleep(900)  

Loop 

 

Attempts to focus on the setup 
wizard window titled, "Microsoft 
Office Visio Viewer 2003 Setup". 
Until the script succeeds in 
focusing on this window, the script 
waits for 900 milliseconds (one 
second). This allows the window 
we wish to send keystrokes to time 
to present itself. 

WshShell.SendKeys "%A,%I" 

 
Sends the keys ALT-A (accept 
license agreement) and ALT-I 
(presses the Install button to start 
the installation process). 

Do Until Not 
WshShell.AppActivate("Microsoft Office 
Visio Viewer 2003 Setup") 

WScript.Sleep(900)  

WshShell.SendKeys "%F" 

Loop 

The only other keystroke that 
needs to be sent is ALT-F (presses 
the Finish button to end the 
installation process). However, we 
do not know precisely how long the 
installation will take to complete. 
Therefore, we sleep one second 
and send ALT-F until the script can 
no longer set focus on the setup 
wizard window. When the window 
is gone, the installation is deemed 
complete and the script exits. 

 

This simple script includes most of what’s necessary to automate an interactive setup 
process. One of the more complex elements of these scripts is identifying the special 
codes required to simulate keystrokes. In the script example, the percent sign is used to 
represent the keystroke combination which includes the ALT key. To send keyboard 
characters that are composed of a regular keystroke in combination with SHIFT, CTRL, 
or ALT, create a compound string argument that represents the keystroke combination. 
You do this by preceding the regular keystroke with one or more of the following special 
characters, as Table 9 shows. 

Table 9. WScript.Shell.SendKeys Character Modifiers 

Key Special Character 

SHIFT + 

CTRL ^ 

ALT % 
 

Note   When used this way, these special characters are not enclosed within a set of braces. 
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Some keystrokes do not generate characters (such as ENTER and TAB), and some 
keystrokes represent actions (such as BACKSPACE and BREAK). For a list of available 
arguments you can use to send these kinds of keystrokes, see 
http://www.microsoft.com/technet/scriptcenter/guide/sas_wsh_hilv.mspx. 
 

Follow these guidelines to avoid security problems when running scripts on 
Windows clients: 

• When launching setup procedures from shared folders, add the server to the list of 
trusted servers on the client computer. 

• If policy dictates, only scripts signed with a trusted certificate can be executed. To 
avoid prompting the user to confirm that it is okay to run a script, sign your scripts 
and add the certificate to the list of trusted certificates on the client. 

Interim Milestone: Application Package 
Complete 
Milestones are synchronization points for the overall solution. For more information, see 
the Solution Accelerator for BDD Plan, Build, and Deploy Guide. This milestone 
measures the team’s progress toward identifying application installation details and 
packaging applications for automated installation. This milestone requires the deliverable 
listed in Table 11. 
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Table 11. Application Package Complete Milestone Deliverable 

Deliverable ID Description 

Applications Packaged The applications’ installation and 
configuration have been automated (if 
possible). 
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Stabilizing 
Figure 11 shows the two major tasks completed during the Stabilizing Phase. These 
tasks include troubleshooting and verifying the stability of the packages, and then 
deploying a pilot. 

 

Figure 11. Packaging tasks in the Stabilizing Phase 

Testing Applications 
For an in-depth discussion of creating testing plans, environments, and methods, see the 
Solution Accelerator for BDD Application Compatibility Feature Team Guide. To create a 
process to test successful deployment, you can use the application testing process that 
was used to determine compatibility. 

Perform the following two types of testing to simplify isolating and troubleshooting 
compatibility problems: 

• Unit testing. Test specific features of an application on a clean client computer to 
verify that the supplemental application functions in an ideal environment. 

• Integration testing. Test specific features of multiple applications on a client computer 
that contains a more complex array of applications to more closely resemble 
production computers. 

As you conduct tests, evaluate and record the results. If testing reveals problems, first 
make sure they are compatibility problems rather than problems with the test 
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environment or an existing application. Before you assume the problem is a Windows 
compatibility issue, always perform the following two steps: 

1. Verify that the problem is not a test environment issue. The problem may be the 
result of a hardware, software, or network configuration issue rather than an 
application compatibility problem. 

2. Verify that the problem does not occur on the version of the Windows operating 
system you currently use. Perform exactly the same test on the version of the 
operating system on which the application currently runs to see whether it works 
correctly there. If the same error occurs on the current platform, it is not a 
compatibility issue. 

The testing process is an iterative process of testing, identifying problems, resolving 
problems, and retesting. The steps in the process vary depending on the nature of the 
problems encountered and the nature of the resolution. Problems that are resolved by 
applying an application compatibility fix, for example, are managed differently from 
problems resolved by modifying source code or obtaining vendor upgrades. 

For problems that can be resolved by applying an application compatibility fix, the 
Resolution Phase can be built into the Testing Phase. This means that, as you encounter 
problems, you apply application compatibility fixes and retest until the application is ready 
to deploy. If you modify source code, the iterative process is the more traditional cycle of 
testing, debugging, coding and recompiling, and retesting. If you cannot identify an 
application compatibility fix to resolve the problem and you do not have access to source 
code, contact the application vendor for an application upgrade. 

Figure 12 illustrates the testing process. 

 

Figure 12. The supplemental application testing process 
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Issue identification and tracking resolution are both key to having a successful testing 
cycle. Resolving the issues is important, and adding these issues to a searchable 
knowledge base will greatly assist the User Education cluster role when it is time to train 
the support center. Being able to demonstrate not only the issue and the resolution but 
also the troubleshooting process performed to correct the issue is invaluable. In addition, 
it is better to pass this knowledge on to others and encourage them to be a part of the 
process rather than to concentrate this knowledge in a few people. 

This deployment of supplemental applications is just a small part of a project whose 
reach affects every person inside and outside an organization. A good user experience 
will gain acceptance and use, whereas a bad experience may damage not only the 
current project but future projects as well. 

Applications can often have incompatibilities with other applications, particularly if the 
application is repackaged. There are several ways to test for potential incompatibilities: 

• Manually test the deployment in a lab environment. Create a lab environment that 
has a variety of computers from your organization. The more closely these computers 
resemble actual client computers, the more reliable your testing will be. Ideally, you 
will use clones of actual client computers for testing. Because different types of users 
may have different applications installed, it is imperative that you test application 
deployment on a variety of different client computers. 

• Test with third-party tools. AdminStudio Professional Edition and Wise Package 
Studio include the ability to simulate the deployment of a package and report back 
any problems, detect and resolve potential application conflicts, and perform QA 
testing on applications after installation on target computers. 

• Test during a staged deployment. After you have tested application deployment in a 
lab environment, you can test it on production computers by launching a limited, 
staged deployment. The deployment should install applications on a very small 
number of computers until you are comfortable that the new package has no 
negative impact. 

Troubleshooting Strategies 
When troubleshooting software-installation issues, observe and identify the problem’s 
symptoms. Try to learn more about the circumstances under which problems occur and 
become familiar with system behavior when issues arise. Use the tools Windows 
Server 2003 provides to troubleshoot software installation–related issues. 

The strategies discussed in the following sections generally apply to Windows Installer 
packages. For information about general troubleshooting strategies, see 
"Troubleshooting Concepts and Strategies" in the Microsoft Windows Server 2003 
Resource Kit. Links to the resource kits can be found in the “References” section later in 
this guide. 

Validating Packages 
Microsoft recommends that you validate every new or newly modified package before 
attempting to install it the first time. You can use most Windows Installer authoring tools 
to perform package validation. For example, to validate your packages by using Orca, 
included with the Windows Installer software development kit (SDK), click Validate on the 
Tools menu. 

Most Windows Installer authoring tools use Internal Consistency Evaluators (ICEs) to 
perform package validation. ICEs are custom actions written in VBScript, Microsoft 
JScript®, or as a .dll or .exe file. When you run an ICE, it scans the package’s database 
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to identify entries that are valid individually but which may cause incorrect behavior in the 
context of the entire database. 

ICE custom actions return four kinds of messages: 

• Informational. Provides information from the ICE and does not indicate a problem 
with the database. Often, the information is about the ICE itself, such as a brief 
description. These messages can also provide progress information while the ICE 
runs. 

• Warning. Reports database authoring that causes incorrect behavior in certain cases. 
Warnings can also report unexpected side effects of database authoring (for 
example, entering two separate conditions of the same property name spelled the 
same but with an uppercase/lowercase difference—such as High and high). Because 
Windows Installer is case-sensitive, it treats these as two different properties. 

• Error. Reports database authoring that causes incorrect behavior. For example, 
duplicate component globally unique identifiers (GUIDs) cause Windows Installer to 
incorrectly register components. 

• Failure. Reports the failure of the ICE custom action. Failure is commonly caused by 
a database with such severe problems that the ICE cannot run. 

For more details, visit the MSDN Library Internal Consistency Evaluators—ICEs page at 
http://msdn.microsoft.com/library/default.asp?url=/library/en-
us/msi/setup/internal_consistency_evaluators_ices.asp. 

Event Logging 
Event logging in Windows provides a standard, centralized way for applications and the 
operating system to record important software and hardware events. The event-logging 
service stores events from various sources in a single collection called an event log. 

Windows Installer also writes entries into the event log, which records events such as the 
following: 

• Success or failure of the installation, and removal or repair of a product 

• Errors that occur during product configuration 

• Detection of corrupted configuration data 

• Information about the missing components that cause an application to be repaired 

Windows Installer writes its log entries to the Application log. If a large amount of 
information is written, the event-log file can become full. When this happens, Windows 
Installer displays the message, “The Application log file is full.” 

Internal Logging 
Windows Installer records errors and events in the Application event log. It may also 
generate a log file if dictated by policy or specified at a command prompt. By default, log 
files are generated with a random name in the %temp% directory. When generating a log 
from a command prompt, you can specify the name and location of the log file. The 
diagnostic information Windows Installer writes to these log files can help you and end 
users understand why an installation fails. 



Supplemental Applications Feature Team Guide 47 

The type of logging that Windows Installer performs is determined when you set the 
logging mode. You can use various means to enable the logging mode, such as the 
following: 

• The /L command-line option of Msiexec.exe 

• The registry 

Using the /L command-line option of Msiexec.exe, you can specify exactly what gets 
logged and where. Table 12 describes the arguments for logging using command-line 
option /L. 

Table 12. Arguments for Logging Using Command-Line Option /L 

Argument Effect 

I Status messages 

W Nonfatal warnings 

E All error messages 

A Startup of actions 

R Action-specific records 

U User requests 

C Initial UI arguments 

M Out-of-memory or fatal exit information 

O Out-of-disk-space messages 

P Terminal properties 

V Verbose output 

+ Append to existing file 

! Flush each line to the log 

* Log all information except for the v option; to include the v option, 
specify /l*v 

 

To create a typical log file for a command-line installation, append /L* LOGFILE.NAME to 
your Msiexec Command Prompt window. Doing so gives you a typical log file with all 
arguments selected except v. For a verbose log, which contains much more detailed 
information, append /L*v LOGFILE.NAME to your Msiexec Command Prompt window, 
instead. The following syntax is an example of a typical log Command Prompt window: 
Msiexec /i Testdbsetup.msi /l* Testdbsetup.log 

The following syntax is an example of a verbose log Command Prompt window: 
Msiexec /i Testdbsetup.msi /l*v Testdbsetup.log 

The following syntax enables verbose logging during an installation without any UI. The 
log file is Program.log and is placed in the root of drive C: 
msiexec /qn /l*v c:\program.log /i \\server\share\setup.msi 

If you keep the logging capability turned on at all times, or if you log an installation that is 
not run from a command prompt, such as an on-demand or self-repair installation, set the 
REG_SZ registry value Logging to icewarmup under the 
HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microsoft\Windows\Installer subkey. 
To create a verbose log, set the registry value to icewarmupv. 
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Use this policy only if you have not enabled logging by the /L command-line option. If 
Group Policy is set in this case, a log file is created in the Temp directory with the 
following random name: %TEMP%\random name.LOG. 

Reading a Log File 
Visio 2002 Professional Setup.exe uses the following command to launch an installation: 
msiexec.exe /I path\visio.msi /Lpiwaeo "Visio 2002 Setup(*).txt" 

Refer to Table 10 for the logging arguments used in the preceding command. 
Note   The Windows Installer SDK contains a helpful tool for analyzing these log files. 
Wilogutl.exe assists the analysis of log files from a Windows Installer installation, and it displays 
suggested solutions to errors that are found in a log file. For more information, visit 
http://msdn.microsoft.com/library/default.asp?url=/library/en-us/msi/setup/wilogutl_exe.asp. 

By default, Visio 2002 does not use verbose logging. However, you can instruct it to use 
verbose logging by using a command-line entry such as the following: 
<path>\setup.exe /L*v c:\Visio 2002 Setup(*).txt 

When actions are completed successfully, you see a return value of 1 (one) for the 
action. For example, the following excerpt is from a non-verbose Visio 2002 log: 
=== Logging started: 5/17/02 13:55:41 === 

Action start 13:55:41: INSTALL. 

Action start 13:55:41: CheckOSandSPAction. 

Action ended 13:55:41: CheckOSandSPAction. Return value 1. 

Return values are also specified in verbose logs along with more details. The following 
excerpt from a verbose log corresponds to the same actions as the preceding example: 
Action start 11:28:42: INSTALL. 

MSI (c) (D6:6E): UI Sequence table 'InstallUISequence' is present 
and populated. 

MSI (c) (D6:6E): Running UISequence. 

MSI (c) (D6:6E): Skipping action: ResumeInstall (condition is 
false). 

MSI (c) (D6:6E): Doing action: CheckOSandSPAction. 

Action start 11:28:42: CheckOSandSPAction. 

MSI (c) (D6:6E): Creating MSIHANDLE (1) of type 790542 for thread 
110. 

Action ended 11:28:42: CheckOSandSPAction. Return value 1. 

When an action cannot be completed until the next computer restart, you typically get a 
return value of 4—for example:  
Action 14:18:30: InstallMMCExe. 

Action 14:18:33: ForceReboot. 

Action ended 14:18:33: ForceReboot. Return value 4. 

Info 1101. Error reading from file: ScriptsDisabled. System error 
2. Verify that the file exists and that you can access it. 

Action 14:18:35: RollbackCleanup. Removing backup files. 

Action ended 14:18:37: INSTALL. Return value 4. 

Action ended 14:18:38: ExecuteAction. Return value 4. 

Action ended 14:18:38: INSTALL. Return value 4. 
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Table 13 lists possible return values. 

Table 13. Possible Return Values 

Value Description 

0 Action not invoked; most likely does not exist 

1 Completed actions successfully 

2 User terminated prematurely 

3 Unrecoverable error occurred 

4 Sequence suspended, to be resumed later 

Strategies for Troubleshooting 
If you use a UI for software installation and the installation fails, an error message 
identifies the cause. If verbose logging is enabled, you may find additional information 
about the error in the log. The log file can help you determine the cause of the problem. 

If an error is an internal error, you can find documentation about the specific error code 
on MSDN Library Windows Installer Error Messages page at 
http://msdn.microsoft.com/library/en-
us/msi/setup/windows_installer_error_messages.asp. (Other helpful information is 
available on the AppDeploy.com Windows Installer Error Reference page at 
http://www.appdeploy.com/faq/msi_errors.) Typically, internal errors result from a 
problem with the package or with the Windows Installer service. 

Error Messages 
Start by searching for the word error in the Windows Installer log file. If the word error is 
followed by a number, you can find the meaning of the error message in the “Microsoft 
Windows Installer Error Messages” topic in the Msi.chm help file included with the 
Windows Installer SDK. 

In the log file, using the error number, you can determine in which section the error 
occurs, such as a registry write or a file copy. Because Windows Installer does not 
display all error messages, and some messages do not appear in the logs, you may need 
to use an alternative tactic to locate the problem. Unusual breaks in time stamps in the 
log statements, for example, may help you determine the cause of the problem. These 
breaks would imply a network or hardware delay. 

Remember that a verbose log provides more details, such as why a particular file was or 
was not copied—for example: 
MSI (s) (8B:82): Executing op: 
SetTargetFolder(Folder=D:\WINNT\inf\) 

MSI (s) (8B:82): Executing op: 
SetSourceFolder(Folder=G:\Windows\inf\) 

MSI (s) (8B:82): Executing op: 

FileCopy(SourceName=agtinst.inf,DestName=agtinst.inf,Attributes=8
192,FileSize=7766,,,InstallMode=25427968,PerTick=32768,IsCompress
ed=0,,VerifyMedia=1,,) 

MSI (s) (8B:82): File: D:\WINNT\inf\agtinst.inf; Overwrite; 
Existing file is unversioned and unmodified 
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Rollbacks 
Because Windows Installer Setups are transaction based, a rollback occurs if Setup is 
not completed. Search for the string rollback in the Setup log. Ignore the line that says 
removing rollback files; rollback files are removed at the end of a successful Setup. 

The following excerpt is from a log for an incomplete installation: 
Internal Error 1155. D:\Setup\Program Files\Common 
Files\System\Mapi\1033\exsec32.dll 

Action ended 12:25:04: InstallFinalize. Return value 3. 

Action 12:25:08: Rollback. Rolling back action: 

Rollback: 

Apparently, the rollback is occurring as a result of the error with the Exsec32.dll file. You 
can find the error number (Internal Error 1155) in the “Microsoft Windows Installer Error 
Messages” topic in the Msi.chm help file included with the Microsoft Windows Installer 
SDK. In this case, error 1155, tells us that the file is not found at the indicated location as 
it expected. 

Computer Restarts 
Unless computer restarts are intentionally suppressed, initial installations may require a 
computer restart. Make sure that the installation continues after you restart the computer. 
Action start 16:47:38: ForceReboot. 

Action 16:47:38: GenerateScript. Generating script operations for 
action: 

Action 16:47:38: ForceReboot. 

Action ended 16:47:38: ForceReboot. Return value 4. 

Integrating with the Solution Accelerator for 
BDD 
After the application package has been tested, it must be integrated into the appropriate 
Solution Accelerator for BDD process, depending on the scope of the application’s use. If 
the application is not considered a core application—that is, if it will be not be installed on 
all computers in the enterprise—then it is considered a supplemental application and 
must be integrated into the deployment process. To do this, perform the following tasks: 

• Copy the application package and all supporting subfolders into a subfolder on the 
unattend\Applications folder on the application servers. By default, this folder is 
located at C:\Program Files\BDD Standard 2.5\Computer Imaging 
System\Applications. You may want to include a version number in the folder 
structure for clarity. For example, in the case of Adobe Acrobat 7.0, you could use 
unattend\Applications\Adobe\Acrobat7.0. As an alternative to using the Computer 
Imaging System (CIS), you can install applications by adding them to the 
Packages(*) collection in the State Restore Phase of Zero Touch Installation (ZTI). 

• Document the exact executable command line and path to install the package, and 
make that information available to the Release Management team. 

The technicians who execute the deployment process will need to specify the exact 
command-line parameters for the application package to the Interview Wizard during the 
deployment process to include the supplemental application for each specific user. 
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Alternatively, they can edit the Setup.inf file for the Interview Wizard and include the 
application installation information in this file. Then, the Interview Wizard will 
automatically pre-populate the Interview Wizard application screen with this information. 

For more information about the deployment process, see the appropriate Deployment 
Process guide that is part of the Solution Accelerator for BDD documentation. Note that 
this process is iterative, cycling through each of the applications or supplemental 
applications that must be included in the deployment. 

After an application has been tested and approved, it can be included in the pilot. Two 
key considerations during this phase are how the application will interact with other 
applications and how to get user acceptance of the application. 

The installation order of applications on a computer can affect the success of each 
application. Sometimes a change to the order in which applications are installed will 
resolve issues, and other times two (or more) applications cannot coexist on the same 
computer because of limitations in their design. The application packaging developer may 
need to help with diagnosing and resolving these types of multiple-application conflicts. 

During the pilot, the application packaging developer will work with the Release 
Management team to ensure that all bugs found in the applications are resolved. 

A primary goal for the application packaging developer during the pilot is to obtain user 
acceptance (signoff) that the packaged application is acceptable and ready for production 
deployment. the application SME often performs this sign-off. 

Interim Milestone: Application Tested 
Milestones are synchronization points for the overall solution. For more information, see 
the Solution Accelerator for BDD Plan, Build, and Deploy Guide. This milestone 
measures the team’s progress toward testing identified applications to ensure they will 
work properly in the end-user environment. This milestone requires the deliverable listed 
in Table 14. 

Table 14. Application Tested Milestone Deliverable 

Deliverable ID Description 

Application Tested The application package has passed 
testing in the user environment. 

Milestone: Application Accepted 
Milestones are synchronization points for the overall solution. For more information, see 
the Solution Accelerator for BDD Plan, Build, and Deploy Guide. This milestone 
measures the team’s progress toward receiving user acceptance for the packaged 
applications. This milestone requires the deliverable listed in Table 15. 

Table 15. Application Accepted Milestone Deliverable 

Deliverable ID Description 

Application Signoff The application package has user 
acceptance sign-off. 
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ller.asp. 

• Windows Resource Kits—Web Resources: These resources are referenced in the 
Windows resource kits and lead to information that is useful to Windows users. See 
http://www.microsoft.com/windows/reskits/webresources. 

TechNet Script Center 
• http://www.microsoft.com/technet/scriptcenter 

Sending Keystrokes to a Program 
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MSDN Scripting Overview 
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http://msdn.microsoft.com/scripting. 
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• AppDeploy home page at http://www.appdeploy.com. 
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• InstallSite home page at http://www.installsite.org. 

• Windows Installer home page from AppDeploy at 
http://appdeploy.com/techhomes/windowsinstaller.asp. 
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Appendix A. Repackaging Legacy 
Setups 
When a Windows Installer setup is not provided or sufficient customization options 
cannot be determined for any support for an automated installation, repackaging the 
setup as an MSI (Windows Installer) setup may be accomplished with any of several 
tools available today. This appendix discusses FLEXnet AdminStudio 7 from 
Macrovision. To learn about other solutions available, see the AppDeploy Windows 
Installer home page at http://www.appdeploy.com/techhomes/windowsinstaller.asp. 

FLEXnet AdminStudio 
FLEXnet AdminStudio is available at 
http://www.macrovision.com/products/flexnet_adminstudio/index.shtml. 

To Repackage a Legacy Setup with FLEXnet AdminStudio 
1. Install FLEXnet AdminStudio on your lab server. 

2. Establish a clean machine, ensuring only the bare minimum is installed: Windows 
Vista, the latest distributed core components such as the .NET Framework, Internet 
Explorer, Windows Installer, and Windows Media® player. 

3. Log on as an administrator of the system, and execute the re-packager on the clean 
machine by mapping a drive to the shared installation on the server. By default, the 
location of the re-packager application on the server is C:\Program 
Files\InstallShield\AdminStudio\7.0\Repackager\islc.exe. 

4. Having determined this to be a legacy setup that requires repackaging, click the 
Repackaging Wizard menu item to begin. 

5. A standard welcome step appears. Click Next to continue. 

6. The next step in the wizard is to select a re-packaging method. Two methods are 
available; the more reliable and recommended is the Snapshot method. Accept this 
default setting, and click Next to continue (see Figure 13). 
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Figure 13. Choosing a re-packaging method 
7. A second set of options for the snapshot repackaging method appears. You may click 

Single Step or Multiple Steps. Click Multiple Steps so that you will have an 
opportunity to restart or launch the application as part of the snapshot. As this is your 
initial snapshot, Analyze the initial system status should be selected by default. 
Click Next to continue. 

8. At this step in the repackaging wizard, the state of your system is recorded, including 
all registry and file system data for comparison following the installation of the 
application for which you are creating a package. 

9. After the initial scan of the system is complete, a prompt displays to install the setup 
you wish to repackage. It is also good practice to reboot and log back on with the 
same account (to ensure any changes pending reboot are captured) and to run the 
application for the first time (to ensure that any changes made when the application is 
first launched are captured). 

10. Run Repackaging Wizard again from the network share, following steps 3 through 6 
and stopping when you reach the second Snapshot method step in the wizard. Click 
Analyze system status changes (this should be set by default), and click Next to 
continue. 

11. A dialog box appears to collect basic information about the application to be (as 
shown in Figure 14.) This information will be used as values for properties that offer 
additional support information in the Control Panel Add or Remove Programs 
application. 

12. At this point, a prompt appears to specify the location where the Repackaging Wizard 
is to place its files. Choose a network location on your lab server (for example, 
\\labserver\packages\product name), and click Start to begin the snapshot 
comparison process. 
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Figure 14. Collecting product information 
13. The current state of the system is compared with that of the previous snapshot to 

determine which changes were made. This can take a long time depending on the 
size of your system. 

14. All files belonging to the package are copied to the location specified in step 12. 

15. Next, a summary is presented. Click Finish to review the changes detected by the 
snapshot process. 

16. With the details of your package presented, you can now work to analyze what has 
been captured and remove those items that do not belong. See “Appendix B. 
Cleaning Packages” for details. 

• Files. The folder structure of your package is presented here in a standard tree 
view. Click through and delete any files that do not belong. Conversely, you can 
also add any desired files to your package that may not have been captured 
during the snapshot process. 

• Registry. Like the file display, you can browse all registry entries included in the 
snapshot, and you can add, modify, or delete entries as necessary. 

• Shortcuts. The details for each shortcut included in the snapshot are displayed 
and can be edited or removed. New shortcuts can also be added. Review the list 
of captured shortcuts to ensure there are no unwanted icons (for example, any in 
the Recent folder or any for initiating a legacy setup–initiated uninstallation of the 
application). 

• .ini files. Entries in .ini file entries are treated individually as opposed to the entire 
file being included. Because the .ini file may be used by other sources or 
applications, this is done to ensure installation and removal affect only those 
entries in the file that belong to this application. 
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17. Review, and if necessary update, the summary details for the package by clicking 
Package Information on the Repackaged Output menu, where you can specify 
details such as the company and product name, version, and other details (see 
Figure 15). 

18. Click Advanced Settings on the Repackaged Output menu, where you will find 
several details regarding how the .msi file should be created. In most cases the 
default selections will be sufficient. 

19. After you are satisfied with the contents of your package, click the Build toolbar 
button (or on the menu, click Build) to generate an .msi package. 

 

Figure 15. Building the .msi package 
20. As the MSI file is created, the status (as well as any warnings regarding its progress) 

is displayed in the panel at the bottom of the screen. Take note of any errors, and 
address them as recommended. 
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Appendix B. Cleaning Packages 
Including extraneous information in a package can be problematic and dangerous. 
Ensure you include only what is needed. 

FLEXnet Admin Studio 
Most products, including AdminStudio, attempt to filter out any extraneous changes, so 
you may not need to perform any cleaning. You can customize this list, but it is initially 
provided with a wide range of files and registry references which you would not normally 
want in your repackaged setup. 

To clean a package in FLEXnet AdminStudio 
1. Open the project that you captured in the previous phase with the InstallShield 

Repackager tool. 

2. In the Captured Installation node, browse through Files and Folders, Registry Entries, 
Shortcuts, and INI Files for elements that may not be related to the application 
installation. Select any elements that you do not want to include in the final package, 
and then click Exclude, as shown in Figure 16. 

 

Figure 16. Cleaning a project with FLEXnet AdminStudio 
3. You should also verify that any necessary files, registry settings, and shortcuts were 

captured. 

For example, if no new files were captured, it is likely that the capture process did not 
function properly. Re-run discovery by using snapshot repackaging rather than 
installation monitoring repackaging. 
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4. Now you are ready to create the Windows Installer package. Click Repackaged 
Output, and then click Build. Repackager will create a Windows Installer package 
and save it to the specified folder. 

By default, the folder is C:\Packages. This package is ready for testing. 

When you are ready to re-clean the lab client, you need to copy only the .msi file. 
However, you may want to copy the entire contents of the C:\Packages folder to a 
distribution server to enable you to edit the project with Repackager later and then 
regenerate the Windows Installer .msi file. No important information related to the 
package is stored elsewhere. 

Wise Package Studio 
FLEXnet AdminStudio and Wise Package Studio both include a list of elements that are 
excluded by default from the snapshot process, and it have the capability to automatically 
build an exclusion list to further reduce the number of extraneous elements in packages. 
As Figure 17 shows, in Wise Package Studio you can generate this exclusion list 
automatically by using the SetupCapture Configuration tool. The automatic exclusion list 
monitors the computer to determine which changes occur even when no setup process is 
running. Later, when you run a setup routine, these types of changes can be ignored. 
Combined, the default and automatic exclusion lists significantly reduce the labor 
involved with cleaning packages after the discovery process. 

 

Figure 17. Automatically building a Wise exclusion list 
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You can use the automatic exclusion list to produce very clean packages; however, you 
may still need to further edit packages. To clean packages, use the Windows Installer 
Editor, as shown in Figure 18. Use this tool to add or remove files, registry values, 
shortcuts, and other elements that may be included in a Windows Installer package. 

 

Figure 18. Using the Windows Installer Editor to clean packages 

For detailed instructions about how to use the Windows Installer Editor, open Wise 
Package Studio, click Windows Installer Editor, and read the contents of the right pane. 
After making any significant changes, use the Test, Debug, and Run buttons to verify 
that the package still installs correctly. For more information about cleaning a package, 
read Wise KB article #1029 at http://www.wise.com/KBArticle.aspx?articleno=1029. This 
information is useful regardless of whether you use Wise Package Studio. 
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PackageCleaner 
PackageCleaner helps provide feedback on certain elements of a given .msi file so that 
you can exclude any problematic files or registry entries from your package prior to 
deployment. It is not a re-packager but a QA tool that works with most .msi files. 
PackageCleaner is available at http://www.packagecleaner.com. 

 
Figure 19. Using PackageCleaner to clean packages 
To run PackageCleaner 
1. Start PackageCleaner. 

2. Open an .msi file. 

As an .msi file is opened, its files and registry entries are compared with those of the 
PackageCleaner database. 

3. Review the items identified. 

At this stage, you will see the files that make up the package and a severity icon, 
which identifies those files that match entries in the database (see Figure 19). After 
you select an item, you can click the Information tab to see various details on why 
you may not want the item in your package. 

4. Select any items you wish to exclude, and then click Apply. 

At this point, the package is modified not to install any selected file or registry entries. 
The items are not deleted from the package but will not be installed, which means 
that if you determine an item is needed, you can simply open and deselect the item to 
have it included once again. 
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Appendix C. Creating Transform (.mst) 
Files 
As discussed, installations may be customized using Windows Installer transform (.mst) 
files. Transforms may be configured to modify a Windows Installer package to 
dynamically affect the actions of an installation according to your requirements. This can 
mean setting property values and may even be used to add, delete or change any files, 
registry entries, or shortcuts included in an .msi file. In fact you can implement any 
change you wish to a Windows Installer setup with the benefit of not modifying the actual 
.msi file. This is preferable when dealing with vendor provided .msi files to avoid 
invalidating any future patches or updates. Transforms are also often used in schearios 
where you wish to automate different installation options for different groups within your 
organization. This appendix discusses some tools available for the creation of .mst files.  

FLEXnet AdminStudio Tuner 
To create a new transform with the AdminStudio’s Tuner (also known as InstallShield 
Tuner) tool, follow the instructions in the AdminStudio online help for the topic “Creating 
New Transform Files.” As Figure 20 shows, this process is GUI-based and 
straightforward. 

 

Figure 20. Using AdminStudio’s Tuner 

After you create the empty transform file, the AdminStudio’sTuner interface walks you 
through the process of choosing customizations for the Windows Installer package. As 
Figure 21 shows, you can easily add or remove files, registry values, and other 
installation elements. 
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Figure 21. Changing package files with AdminStudio’s Tuner 

AdminStudio’s Tuner also lets you create response transforms. Response transforms 
enable you to specify different application configurations by selecting different options 
(using the application’s standard setup routine). Response transforms are perfect if you 
need to be able to deploy a packaged application by using different settings than the 
default, and the installer provides for changing those settings. 

Wise Package Studio InstallTailor 
To create a new transform with the Wise Package Studio InstallTailor tool, open Wise 
Package Studio, click InstallTailor, and read the instructions in the right pane. When you 
run InstallTailor, it will walk you through the setup process for the application and give 
you the opportunity to hide any pages of the setup wizard that the Windows Installer 
package allows to be hidden. 
Note   InstallTailor is available both as part of the Wise Package Studio suite and as a free utility 
available for download from http://www.wise.com/installtailor.asp. 
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Appendix D. Recording and Using an 
InstallShield Response File 
Most legacy setups (those not using Windows Installer) created with InstallShield setup 
authoring tools provide inherent support for the creation of an answer file, which may be 
used to automate the silent installation of the application. Test this method thoroughly, as 
some setups spawn their own dialog boxes or processes that prompt the user for a 
prerequisite installation, reboots, and so on. If such prompts are not within the installation 
wizard for which you are creating an answer file, the dialogs will not be addressed and an 
alternate method, such as repackaging or scripting, may be necessary. 

To create a silent InstallShield Command Prompt window 
1. Run the Setup program by using the /r command-line option. This option creates a 

Setup.iss file based on how you configure the installation as you step through the 
Setup program. The result is the file Setup.iss in %SYSTEMROOT%. 
Note   You can also specify a specific path and file name for this answer file by using the /f1 
option—for example, setup.exe /r /f1C:\temp\MyAnswerFile.iss. 

2. Copy Setup.iss from %SYSTEMROOT% to the folder containing the installation 
source files on the lab server. 

3. To install the application silently, use the /s command-line option. The Setup program 
runs silently by using the responses that the .iss file provides. 
Note   Because the answer file generation process results in an installation of the 
application, it is recommended that you test the installation on a clean computer. 
Uninstalling the application from your test machine may provide a quick check, but it is not 
wise to rely on a legacy setup to properly remove everything that may affect your testing. 

Packages that InstallShield creates spawn a separate process, and then return 
immediately to the calling program. To change this behavior, you can add the /sms 
command-line option to force the Setup program to pause until installation is finished, 
making the process synchronous. 

If you have a PackageForTheWeb InstallShield setup, the actual installation files are 
contained within a self-extracting archive. To pass the /r or /s options to the compressed 
setup, you can add the /a option: 
setup.exe /a /r 

You can also obtain the compressed installation source files by launching Setup and 
going to the %TEMP% folder to copy the actual installation files for use with the above 
procedure. For Windows Vista, the default location of the user temp directory is 
C:\Users\username\AppData\Local\Temp. 


